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Why the Budapest Cyber-Crime 
Convention ? 

 

• Document of  Council of Europe 

• South Africa is however a signatory to the 
Convention 

• Budapest convention is generally found to be 
“International Best Practice” in most 
developed countries with cyber-laws 

• It is unclear whether South Africa will ratify 
the Budapest Convention 



 Part 1 : Budapest Convention proposed response to 

cybercrime 

Title 1 – Offences against the confidentiality, 
integrity 
and availability of computer data and systems 
 
Article 2 – Illegal access 
 
Each Party shall adopt such legislative and 
other measures as may be necessary to 
establish as criminal offences under its 
domestic law, when committed intentionally, 
the access to the whole or any part of a 
computer system without right. A Party may 
require that the offence be committed by 
infringing security measures, with the intent of 
obtaining computer data or other dishonest 
intent, or in relation to a computer system that 
is connected to another computer system. 
 
Article 3 – Illegal interception 
 
Each Party shall adopt such legislative and 
other measures as may be necessary to 
establish as criminal offences under its 
domestic law, when committed intentionally, 
the interception without right, made by 
technical means, of non-public transmissions 
of computer data to, from or within a 
computer system, including electromagnetic 
emissions from a computer system carrying 
such computer data. A Party may require that 
the offence be committed with dishonest 
intent, or in relation to a computer system that 
is connected to another computer system. 
 

 
 

Title 1 – Offences against the confidentiality, integrity 
and availability of computer data and systems 

 

Article 2 – Illegal access 
 
Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal 
offences under its domestic law, when committed intentionally, the access to the whole or any part of a 
computer system without right. A Party may require that the offence be committed by infringing security 
measures, with the intent of obtaining computer data or other dishonest intent, or in relation to a computer 
system that is connected to another computer system. 
 

Article 3 – Illegal interception 
 
Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal 
offences under its domestic law, when committed intentionally, the interception without right, made by 
technical means, of non-public transmissions of computer data to, from or within a computer system, 
including electromagnetic emissions from a computer system carrying such computer data. A Party may 
require that the offence be committed with dishonest intent, or in relation to a computer system that is 
connected to another computer system. 

 



Article 4 – Data interference 
 
1    Each Party shall adopt such legislative and other measures as may be necessary to establish 
as criminal offences under its domestic law, when committed intentionally, the damaging, 
deletion, deterioration, alteration or suppression of computer data without right. 
 
2 A Party may reserve the right to require that the conduct described in paragraph 1 result in 

serious harm. 
 
Article 5 – System interference 
 
Each Party shall adopt such legislative and other measures as may be necessary to establish as 
criminal offences under its domestic law, when committed intentionally, the serious hindering 
without right of the functioning of a computer system by inputting, transmitting, damaging, 
deleting, deteriorating, altering or suppressing computer data. 
 



Article 6 – Misuse of devices 
 
1    Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal 

offences under its domestic law, when committed intentionally and without right: 
 
a     the production, sale, procurement for use, import, distribution or otherwise making available of: 
 
i    a device, including a computer program, designed or adapted primarily for the purpose of committing any 

of the offences established in accordance with Articles 2 through 5; 
 
ii    a computer password, access code, or similar data by which the whole or any part of a computer system 

is capable of being accessed, 
 
       with intent that it be used for the purpose of committing any of the offences established in Articles 2 

through 5; and 
 
b     the possession of an item referred to in paragraphs a.i or ii above, with intent that it be used for the 

purpose of committing any of the offences established in Articles 2 through 5. A Party may require by 
law that a number of such items be possessed before criminal liability attaches. 



 

Title 2 – Computer-related offences 

 
 

Article 7 – Computer-related forgery 

 

Each Party shall adopt such legislative and other measures as may be necessary to establish as 

criminal offences under its domestic law, when committed intentionally and without right, the input, 

alteration, deletion, or suppression of computer data, resulting in inauthentic data with the intent 

that it be considered or acted upon for legal purposes as if it were authentic, regardless whether or 

not the data is directly readable and intelligible. A Party may require an intent to defraud, or similar 

dishonest intent, before criminal liability attaches. 

 

Article 8 – Computer-related fraud 

 

Each Party shall adopt such legislative and other measures as may be necessary to establish as 

criminal offences under its domestic law, when committed intentionally and without right, the 

causing of a loss of property to another person by: 

a     any input, alteration, deletion or suppression of computer data, 

b     any interference with the functioning of a computer system, 

with fraudulent or dishonest intent of procuring, without right, an economic benefit for oneself or for 

another person. 



Title 3 – Content-related offences 
 
Article 9 – Offences related to child pornography 
 
1    Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences 
under its domestic law, when committed intentionally and without right, the following conduct: 
 
a     producing child pornography for the purpose of its distribution through a computer system; 
b     offering or making available child pornography through a computer system; 
c     distributing or transmitting child pornography through a computer system; 
d     procuring child pornography through a computer system for oneself or for another person; 
e     possessing child pornography in a computer system or on a computer-data storage medium. 
 
2    For the purpose of paragraph 1 above, the term "child pornography" shall include pornographic material that 
visually depicts: 
 
a     a minor engaged in sexually explicit conduct; 
b     a person appearing to be a minor engaged in sexually explicit conduct; 
c     realistic images representing a minor engaged in sexually explicit conduct. 
 
3 For the purpose of paragraph 2 above, the term "minor" shall include all persons under 18 years of age. A Party 

may,  however, require a lower age-limit, which shall be not less than 16 years. 
4 Each Party may reserve the right not to apply, in whole or in part, paragraphs 1, sub-paragraphs d. and e, and 2, 

sub-paragraphs b. and c. 



Title 4 – Offences related to infringements of copyright and related rights 
 
               Article 10 – Offences related to infringements of copyright and related rights 
 
1    Each Party shall adopt such legislative and other measures as may be necessary to 
establish as criminal offences under its domestic law the infringement of copyright, as defined 
under the law of that Party, pursuant to the obligations it has undertaken under the Paris Act 
of 24 July 1971 revising the Bern Convention for the Protection of Literary and Artistic Works, 
the Agreement on Trade-Related Aspects of Intellectual Property Rights and the WIPO  
Copyright Treaty, with the exception of any moral rights conferred by such conventions, where 
such acts are committed wilfully, on a commercial scale and by means of a computer system. 
 
3    A Party may reserve the right not to impose criminal liability under paragraphs 1 and 2 of 
this article in limited circumstances, provided that other effective remedies are available and 
that such reservation does not derogate from the Party’s international obligations set forth in 
the international instruments referred to in paragraphs 1 and 2 of this article. 



Title 5 – Ancillary liability and sanctions 
 
Article 11 – Attempt and aiding or abetting 
 
1    Each Party shall adopt such legislative and other measures as may be necessary to establish        
as criminal offences under its domestic law, when committed intentionally, aiding or abetting 
the commission of any of the offences established in accordance with Articles 2 through 10 of 
the present Convention with intent that such offence be committed. 
 
Article 12 – Corporate liability 
 
1    Each Party shall adopt such legislative and other measures as may be necessary to ensure 
that legal persons can be held liable for a criminal offence established in accordance with this 
Convention, committed for their benefit by any natural person, acting either individually or as 
part of an organ of the legal person, who has a leading position within it, based on: 
 
a     a power of representation of the legal person; 
b     an authority to take decisions on behalf of the legal person; 
c     an authority to exercise control within the legal person. 



Summary of investigatory powers and 
procedural tools for Budapest Convention 

INVESTIGATORY 
POWERS 

PROCEDURAL TOOLS FOR 
GATHERING EVIDENCE 

Article 16 – Expedited  
preservation of stored  
computer data  
 

Article 18 – Production Order 

Article 19 – Search and seizure of 
stored computer data 

Article 17 – Expedited 
preservation and partial 
disclosure of traffic data 

Article 20 – Real-time collection of 
traffic data 

Article 21 – 
Interception of content data 



 
 Lessons learnt from Counsel of Europe Convention on Cybercrime 

 Counsel of Europe  Convention on Cyber Crime  
 
 The Council of Europe’s Convention on Cyber crime (November 2001) has influenced the 

drafting of several Cybercrime legislations around the world and in Africa.  Under the 
convention, member states are obliged to:  

 
• criminalise the illegal access to computer system,  
• illegal interception of data to a computer system,  
• interfering with computer system without right, intentional interference with computer data 

without right,  
• use of inauthentic data with intend to put it across as authentic (data forgery),  
• infringement of copyright related rights online,  
• interference with data or functioning of computer system,  
• child pornography related offences (possession/distribution/procuring/producing of child 

pornography). 
• The Convention’s broad coverage of offences has drawn extensive criticism. Critics argue 

that it should limit itself to protecting the global information infrastructure by criminalizing 
“pure” cyber crimes. Fraud and forgery, they argue, are already covered in existing 
international agreements and should not be included in the Convention as “computer-
related fraud” and “computer-related forgery.”[1]  

•  
([1] Convention on Cybercrime: “Themes and Critiques” By Calvert Jones, Berkeley 
University http://www.cyberlawenforcement.com/ ) 

http://www.cyberlawenforcement.com/


Part Two : African response to e-commerce 



African Union Convention on the Establishment of a 
Credible Legal Framework for Cyber Security in Africa 

•Article III – 1 – 1: Laws against cyber crime  
Each Member State shall adopt such legislative measures as it deems effective to set up material 
criminal offenses as acts which affect the confidentiality, integrity, availability and survivability of 
ICT systems and related infrastructure networks; as well as effective procedural measures for 
the arrest and prosecution of offenders. Member States shall take into account the approved 
language choice in international cyber crime legislation models such as the language choice 
adopted by the Council of Europe and the Commonwealth of Nations where necessary.  
 
•“Article III – 1 – 5: Harmonization “  
 
Each Member State shall ensure that the legislative measures adopted in respect of substantive 
and procedural provisions on cyber crime reflect international best practices and integrate the 
minimum standards contained in extant legislations in the region at large so as to enhance the 
possibility of regional harmonization of the said legal measures.  



African Union Convention on the Establishment of a 
Credible Legal Framework for Cyber Security in Africa 

 
• “Article III – 1 – 19: Harmonization”  
Each Member State shall ensure that the legislative measures adopted in respect of material 
and procedural provisions on cyber security reflect international best practices and integrate the 
minimum standards contained in extant legislations in the region at large so as to enhance the 
possibility of regional harmonization of the said legal measures.”  
 
The convention differentiates and proposes amendment to existing law with regards to :  
•Attack on computer systems  
•Procedural Law  
•Attack on computerized data  
•Content related offenses  
•Proposes adapting certain sanctions to the Information and Communication Technologies  
•Offenses relating to electronic message security measures  
•Offenses specific to Information and Communication Technologies  
•Proposes adapting certain information and communication technologies offenses  
 



          Part Three:  
South African response to e-commerce – 

                   The Electronic Communications and Transactions Act,           
Act 25 0f 2002 

• After many years of legal uncertainty, Parliament enacted the 
Electronic Communications and Transactions Act,                             
Act 25 of 2002 (ECT) which comprehensively deals with                            
E-commerce as aspects and Cyber-crimes 
 

• One must however, note section 3 of the ECT (its interpretation 
clause) which does not exclude any statutory or common law 
from being applied to, recognizing or accommodating electronic 
transactions – in other words the common law or other statues 
in place wherever applicable is still in force and binding which 
has the result that wherever the ECT has not made specific 
provisions such law will be applicable. 



Cyber Crime  

• Section 85 defines ‘unlawful access’ as the actions of 
a person who, after taking note of any data, becomes 
aware of the fact that he or she is not authorized to 
access that data and still continues to access that data 
(S L. Geredal (2006) 282).  

 

• Section 86(1) provides that, subject to the 
Interception and Monitoring Prohibition Act, 1992 
(Act 127 of 1992), a person who intentionally accesses 
or intercepts any data without authority or 
permission to do so, is guilty of an offence.  

 

http://www.google.co.za/imgres?imgurl=http://www.jayssite.com/stuff/childhacker/Hacker.jpg&imgrefurl=http://www.jayssite.com/stuff/childhacker/childhacker.html&h=325&w=300&sz=36&tbnid=kSu8CpLbOX6HhM::&tbnh=118&tbnw=109&prev=/images?q=pictures+of+hacker&hl=en&usg=__eTkRUX-f6YkvoR1liZ0gbtnDMbc=&ei=sugHSu2IOpGv-AahoajjDA&sa=X&oi=image_result&resnum=2&ct=image


Section 86(2) states that anyone who intentionally and without 
authority to do so interferes with data in a way which causes such 
data to be modified , destroyed or  
otherwise rendered ineffective is guilt of an offence.  
 
Section 86 (4) and 86(3) introduces a new form of crime known as 
the anti-cracking (or anti-thwarting) and hacking law. In terms of 
Section 86 (3) the provision and, or selling and, or designing and, 
or producing of anti-security circumventing (technology will be a 
punishable offence. (GJ Ebersoehn (2003) 16)  
 
In terms of section 86(4) it is requirement to be guilt of this 
offence if the offender uses and designs a programme to 
overcome copyright protection, with direct intent to overcome a 
specific protection data protection programme (GJ Ebersoehn 
(2003) 17).  
 

http://www.google.co.za/imgres?imgurl=http://static.howstuffworks.com/gif/oil-refining-cracking-unit.gif&imgrefurl=http://science.howstuffworks.com/oil-refining5.htm&h=339&w=257&sz=13&tbnid=uVoWDM0TJztEfM::&tbnh=119&tbnw=90&prev=/images?q=pictures+of+cracking&hl=en&usg=__D-rLw0Iq38clBHfMvgjpXE76mDg=&ei=E-oHSrGgLISP-Aaln6TjDA&sa=X&oi=image_result&resnum=4&ct=image
http://www.google.co.za/imgres?imgurl=http://www.dvdreplication.co.nz/images/dvdsecurity.jpg&imgrefurl=http://www.dvdreplication.co.nz/dvdcopyprotection.htm&h=282&w=425&sz=14&tbnid=V4yvgQW1knluwM::&tbnh=84&tbnw=126&prev=/images?q=pictures+of+dvd+protection&hl=en&usg=__dW6cVakpjTf4YKDpZxxaAum8KTo=&ei=WuoHSsiZEMeA-AbXwqiLAw&sa=X&oi=image_result&resnum=4&ct=image


 

 
 

Denial of service (DOS) attacks also popularly known as Disk Operating System 
attacks, are attacks that cause a computer system to be inaccessible to 

legitimate users.  
 

Section 86(5) states that,  “any person who commits any act described in 
Section 86 with the intent to interfere with access to an information system 

so as to constitute a denial , including a partial denial of services to legitimate 
users is guilt of an offence ”.  

 
 
 
 
 

The act or conduct is fashioned in such a manner that it is widely defined and 
consist of any of the action criminalized in Sections 86(1) – Section 86 (4). The 
actions include unauthorized access, unauthorized modification or utilizing of 

a program or device to overcome security measures. (M Kufa (2008) 20)  

http://www.google.co.za/imgres?imgurl=http://library.tavanir.org.ir/Books18/Latin/Internet Denial of Service Attack and Defense Mechanisms 01.jpg&imgrefurl=http://www.alltollz.org/index.php?do=cat&category=ebook_and_tutorials&h=651&w=497&sz=104&tbnid=1WHI5wESr7iyLM::&tbnh=138&tbnw=105&prev=/images?q=pictures+of+deniel+of+service+attack+comic&hl=en&usg=__cjVqMYSPRlH8UdeQtFampwXBvP0=&ei=z-sHStrwCdyD-Aapuv2ZAw&sa=X&oi=image_result&resnum=2&ct=image


 
 

 

Similarly one can deduce that e-mail bombing and spamming is 
now also a criminal offence as contained in the wide definition 
of s86 (5) and s45 of the ECT respectively.  
 
 
Section 87 of the ECT also has introduced the Cyber crimes of E-
Extortion as per section 87(1), E-Fraud as section 87(2) and E-
Forgery as section 87(2).  Section 87(1) provides an alternative 
to the common law crime of extortion. Kufa states that pressure 
is therefore exerted by threatening to perform any of the acts 
criminalized in section 86.  
 
 
 
 
 
 
)   



 
Legal Aspects impacting on Law enforcement of Cyber crimes  

(Procedural aspects of Cyber crimes) 

 
 

Admissibility and Evidential Weight of data Messages (ECT Act S 15) 
 

• After much legal uncertainly as to the admissibility of a printout in Court in terms 
of the Old Computer Evidence Act, Section 15 of the ECT, now states that the rules 
of evidence must not be used to deny admissibility of data messages on grounds 
that it’s not in original form. A data message made in the ordinary course of 
business, or a printout correctly certified to be correct is admissible evidence. It 
constitutes rebuttable proof of its contents when it is produced in the form of a 
print-out.[1] 
  

• The Act now states that Data messages shall be admissible giving due regard to 
reliability of manner of storage, generation and communication, reliability of 
admission manner of maintenance of message, manner in which originator is 
identified, and any other relevant factor.  In other words the Act creates a 
rebuttable presumption of that data messages and or printouts thereof are 
admissible in evidence.[2] 
  

[1] Also see the case of S B Jafta v Ezemvelo KZN Wildlife ( Case D204/07 ) where a e-mail used to accept an 
       employment contract was regarded as conclusive proof  that the said employment had been accepted. 
 
[2] also see the controversial case of S v Motata where electronic information ( data in the form of images and sound)  
        from cell phone was admitted into evidence in a trial within a trial ( the case has yet to be concluded ) 
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•The Act now states that Data messages shall be admissible giving due regard to 
reliability of manner of storage, generation and communication, reliability of 
admission manner of maintenance of message, manner in which originator is 
identified, and any other relevant factor.  

 
•Section 15(4) of the ECT Act provides that data message made by a person in 
the ordinary course of business, or a certified copy, printout or extract from such 
data message “is on its mere production in any civil, criminal, administrative or 
disciplinary proceedings under any law or the common law, admissible in 
evidence against any person and rebuttable proof of the facts contained in such 
record, copy, printout or extract.”  

 
•The copy, printout or extract is to be certified to be correct by an officer in the 
service of the person making the data message.  In other words the Act creates a 
rebuttable presumption of that data messages and or printouts thereof are 
admissible in evidence. (See also the controversial case of  S v Motata 
Johannesburg District Court case number 63/968/07 (unreported) at 622, 
where electronic information (data in the form of images and sound) from a 
cellphone was admitted into evidence in a trial within a trial )).  



Regulation of Interception of Communications and Provision of 
Communication-related Information Act - RICA  cont. 

This means in simple terms that it is unlawful and therefore prohibited to: 
 
1. Intentionally and without the knowledge or permission of the dispatcher to intercept a 

communication which has been or is being or is intended to be transmitted by telephone or in any 
other manner over a telecommunications line; or 
 

2. Intentionally monitor any conversations or communications by means of a monitoring device 
so as to gather confidential information concerning any person, body or organisation                     
(Cohen 2001: 2–4). 

 
• One must note that the attempt is as unlawful as the actual act of actually intercepting and 

monitoring a data communication 
 
• Section 5(1) of RICA provides that any person may authorise or give anyone else “written“ 

permission to monitor or intercept any data communication unless it is for the purposes of 
unlawful conduct.  
 

 Modiba (2003: 366) suggests that if the employer in the workplace wants prior written consent to 
intercept and monitor communication devices at the workplace he should insist that the employee 
sign a document confirming such consent. 

 
[ 



Part 4: Proposed Amendments- 
Cybercrimes and Related Matters Bill 

• Draft Bill by the Department of Justice and 
Constitutional development 

 

• Open for Comment with the DOCJ 

 

• In discussion with the profession and other 
stake holder regard the proposed Bill. 



Part 4: Proposed Amendments- 
Cybercrimes and Related Matters Bill 

     Preamble of the Proposed BILL 

• To create offences and impose penalties; 

•  to further regulate jurisdiction;  

• to regulate the powers to investigate, search ,access or seize;  

• to further regulate aspects of international cooperation in respect 
of the investigation of cybercrime;  

• establishment of various structures to deal with cyber security;  

• to regulate National Critical Information  

• to further regulate aspects relating to evidence;  

• to impose obligations on electronic communications service 
providers regarding aspects which may impact on cyber security;  



New Proposed Cyber Crime offences 

• Section 2: Personal information related offences 
• Section 3: Unlawful access 
• Section 4: Unlawful interception of data 
• Section 5: Unlawful acts in respect of hardware or software tools 
• Section 6: Unlawful interference with data  
• Section 7: Unlawful interference with computer device,  

  computer network, database, critical database,  
  electronic communications network or National  
  Critical Information Infrastructure 

• Section 8: Unlawful acts in respect of malware 
• Section 9: Unlawful acquisition, possession, provision, receipt or 

  use of passwords, access codes or similar data or 
  devices 

• Section 10: Computer related fraud 
 



New Proposed Cyber Crime offences  
• Section 11: Computer related forgery and uttering 

• Section 12: Computer related appropriation 

• Section 13: Computer related extortion 

• Section 14: Computer related terrorist activity and related offences 

• Section 15: Computer related espionage and unlawful access to restricted data  

• Section 16: Prohibition on dissemination of racist and xenophobic material 

• Section 17: Prohibition on incitement of violence 

• Section 18: Prohibited financial transactions 

• Section 19: Infringement of copyright 

• Section 20: Child pornography  

• Section 21: Harbouring or concealing person who commits offence 

• Section 22: Attempting, conspiring, aiding, abetting, inducing, inciting,  
  Instigating, instructing, commanding, or procuring to commit offence 

• Section 23: Aggravating circumstances when offence committed in concert with  
  other persons 

• Section 24: Savings 



 
 

Extended - JURISDICTION clause 
 

                     The proposed Section 25 of the Bill 
 

(1) A court in the Republic trying an offence in terms of this Act has jurisdiction where— 
 
(a) the offence was committed in the Republic; 
(b) any act or omission in preparation for the offence or any part of the offence was committed in  
 the Republic, or where any result of the offence has had an effect in the Republic; 
(c) the offence was committed in the Republic or outside the Republic by a South African citizen or     
                      a person with permanent residence in the Republic or by a person carrying on business in the        
                      Republic; or 
(d) the offence was committed on board any ship or aircraft registered in the Republic or on a   
                       voyage or flight to or from the Republic at the time that the offence was committed. 
 
(2) If the act or omission alleged to constitute an offence under this Act occurred outside the  Republic, a 

court of the Republic, regardless of whether or not the act or omission constitutes an offence at the 
place of its commission, has jurisdiction in respect of that offence if the person to charged— 

 
(a) is a citizen of the Republic; 
(b) is ordinarily resident in the Republic; 
(c) was arrested in the territory of the Republic, or in its territorial waters or on board a ship or   
                      aircraft registered or required to be registered in the Republic at the time the offence was   
                       committed; 
(d) is a company, incorporated or registered as such under any law, in the Republic; or 
(e) any body of persons, corporate or unincorporated, in the Republic. 
  



Extended Jurisdiction clause cont. 

(3) Any act or omission alleged to constitute an offence under this Act and 
 which is committed outside the Republic by a person, other than a person 
 contemplated in subsection (2), is, regardless of whether or not the act or 
 omission  constitutes an offence or not at the place of its commission, 
 deemed to have also been committed in the Republic if that— 

 
(a) act or omission affects or is intended to affect a public body, a business or   
                  any other person in the Republic; 
(b) person is found to be in South Africa; and 
(c) person is for one or other reason not extradited by South Africa or if there is     
                  no application to extradite that person. 
 
(4) Where a person is charged with attempting, conspiring, aiding, abetting, 
 inducing, inciting, instigating, instructing, commanding, procuring to commit 
 an offence or as an accessory after the offence, the offence is deemed to 
 have been committed not only at the place where the act was committed, 
 but also at every place where the person acted or, in case of an omission, 
 should have acted. 

 



 
 

Proposed : POWERS TO INVESTIGATE, SEARCH 
AND ACCESS OR SEIZE AND INTERNATIONAL 

COOPERATION 
  

 

• Section 28: Search for and access to or seizure of, certain articles 
• Section 29: Article to be accessed or seized under search warrant 
• Section 30: Oral application for search warrant or amendment of  

  warrant 
• Section 31: Search and access or seizure without search warrant 
• Section 32: Search and seizure for and access to article on arrest of  

  person 
• Section 33: Assisting member of law enforcement agency or investigator 
• Section 34: Obstructing or hindering member of law enforcement agency  

  or investigator who is accompanied by member of law  
  enforcement agency and authority to overcome resistance 

• Section 35: Powers conferred upon member of law enforcement agency  
  or investigator who is accompanied by member of law  
  enforcement agency to be conducted in decent and orderly  
  manner with due regard to rights of other persons 

 



Proposed: POWERS TO INVESTIGATE, SEARCH AND 
ACCESS OR SEIZE AND INTERNATIONAL COOPERATION 

cont. 
• Section 36: Wrongful search and accessing or seizure and restriction on use of 

  instrument, device, password or decryption key or information to 
  gain access 

• Section 37: False information under oath or by way of affirmation  
• Section 38: Prohibition on disclosure of information 
• Section 39: Expedited preservation of data direction  
• Section 40: Disclosure of data direction 
• Section 41: Preservation of evidence direction  
• Section 42: Oral application for preservation of evidence direction 
• Section 43: Access to data and receipt and forwarding of unsolicited  

  information 
• Section 44: Issuing of direction requesting foreign assistance and cooperation 
• Section 45: Foreign requests for assistance and cooperation 
• Section 46: Complying with order of designated judge  
• Section 47: Informing foreign State of outcome of request for assistance and 

  cooperation and furnishing of data to foreign State 
 



New proposed clauses 

EVIDENCE 
 

• Section 59: Admissibility of affidavits 
• Section 60: Admissibility of evidence obtained as result of direction requesting    

                   foreign assistance and cooperation 
• Section 61: Admissibility of evidence 

 
GENERAL OBLIGATIONS OF ELECTRONIC COMMUNICATIONS SERVICE PROVIDERS 

AND LIABILITY 
 

• Section 62: General obligations of electronic communications service provider 
• Section 63: Liability of electronic communications service provider 

 
AGREEMENTS WITH FOREIGN STATE OR TERRITORY 

 
• Section 64: President may enter into agreements 

 



 

 

STRUCTURES TO DEAL  

WITH CYBER SECURITY 

 

 
Section 49: Cyber Response   
                                   Committee 
Section 50: Cyber Security Centre 
Section 51: Government Security   
                                    Incident Response Teams   
Section 52: National Cybercrime   
                                   Centre  
Section 53: Cyber Command  
Section 54: Cyber Security Hub 
Section 55: Private Sector Security  
                                    Incident Response Teams 

 
Further Proposed Clauses : 



 

Further Proposed Clauses : 

 

 

NATIONAL CRITICAL INFORMATION INFRASTRUCTURE PROTECTION 
 

  

Section 56: Identification and declaring National Critical Information Infrastructures 

 

Section 57: Establishment and control of National Critical Information Infrastructure Fund 

 

Section 58: Inspection of National Critical Information Infrastructures to ensure compliance  

 



 
 
 
 
 
Comments to the Bill can be sent 
Directly to the Department of 
Justice: 
 
 SRobbertse@justice.gov.za  
 

mailto:SRobbertse@justice.gov.za


Q & A 



Contact Us: 
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Tel / Fax  : +27 (012) 362 8939 and  +27 (083) 477 4377   
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