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INTRODUCTION  

“Privacy is the cornerstone of safety” 

But, what if “safety” is the very 

thing violating privacy? 
 



INTRODUCTION AND BACKGROUND 

● e-Government services are key instruments to engaging citizens. 

● Participation in policy decision making. 

● Streamlining civil services and reducing administration.    

● Providing convenient access and further control. 

● Successful e-Government services in South Africa include SARS e-
filing. 

● These services rely on networked information systems – 
information is collected and stored on a server somewhere. 



INTRODUCTION AND BACKGROUND 

● The ethical issues related to e-Government technologies relate to privacy 
and accessibility/ inaccessibility of information and the ability of the 
user/collector to manipulate it. 

● Unauthorised access to an individual’s personal information can become 
an ethical challenge when care is not taken to apply security measures to 
maintain confidentiality. 

● A history of corruption in the public sector has resulted in citizens not 
maintaining trust in government managed systems   

● Confidence needs to be re-established in people in charge of e-
government systems, but also the technology that promotes e-
government development. 

 



INTRODUCTION AND BACKGROUND 

● We  then ask the question – Is our information safe? 

● Further question – how much of your privacy are you willing to 
give away for the sake of convenience? 

● Research aimed at promoting the debate of information use, and 
create awareness of the possible use and misuse of recorded 
personal information within emerging e-government services in 
South Africa. 

● Special focus is on information privacy and surveillance issues that 
may arise in the implementation e-tolling and smart card IDs. 

 



PRIVACY  

● A main information ethical issue for an information society (Mason, 
1986). 

● Privacy is difficult to define in modern age.  

● Continuous change of social norms and values, public opinions, 
ideological trends and rapid technological advances. 

● The rapid growth of technologies and various media has led to the 
popular characterisation of privacy as “the right to be left alone”  



INFORMATION PRIVACY AND PERSONAL 
INFORMATION 
To understand the importance of controlling information about 

oneself: 

● “Associated with the right to keep identifying information and 
deeds to yourself, without being subject to surveillance or external 
influences. “ 

● Information privacy can be defined as the ability of an individual to 
control how their personal information is acquired, circulated and 
used (Gupta, 2006:424; Pavlou, 2011:977; Clarke, 2013).   

 



INFORMATION PRIVACY AND PERSONAL 
INFORMATION 
● The Protection of Personal Information Act (No.4 of 2013) defines 

personal information as the information related to an identifiable, 
living, natural person. 

● The Protection of Personal Information relies on the management 
of information at every stage of the information life cycle.  

● The incorrect management of personal information may result in a 
breach of privacy, or the destruction of integrity or accuracy of 
information.  

 



SURVEILLANCE  

● Wigan and Clarke (2006:391) describe the term surveillance as 
“the systematic investigation or monitoring of the actions or 
communications of one or more persons.”  

● Surveillance is an act of continuous observation of a specific entity: 

o over sustained period of time,  

o for a particular reason,  

o with the aim of ensuring safety and security against 
unintentional or intentional dangers. 



BENEFITS AND LIMITATIONS TO 
SURVEILLANCE TECHNOLOGIES 
● The actual physical surveillance technology is not the concern. 

● Issues arise of individual privacy, security and accuracy are 
influenced by the entity responsible for the surveillance being 
conducted. 

● Do we TRUST the people we are giving our information to? 

● Once again – how much of our privacy do we let go of for the sake 
of security? 



BENEFITS AND LIMITATIONS TO 
SURVEILLANCE TECHNOLOGIES 
● Benefits include: 

o The ability to anticipate and detect a criminal act or violation 
and maintain security; 

o Advanced surveillance technologies can also reduce the cost of 
law enforcement and disaster management; 

o Surveillance technologies can assist with evidence gathering; 

o Benefit of surveillance is that public confidence is generated 
through a feeling of safety. 



BENEFITS AND LIMITATIONS TO 
SURVEILLANCE TECHNOLOGIES 

● Limitations include: 

o Abuse of surveillance technology can be a threat towards 
personal privacy and individual freedom.   

o Ubiquitous nature of ICTs means that the implementation of 
mass surveillance has already begun within the daily lives of 
individuals - leaving little choice. 

 



BENEFITS AND LIMITATIONS TO SURVEILLANCE 
TECHNOLOGIES 

● Monitoring of location data can be conducted secretly or semi 
secretly.  

● Physical surveillance technologies, such as CCTV cameras, are 
highly dependent on the infrastructural support - this can be 
affected should the infrastructure fail or be interrupted 

● Abuse and misuse of surveillance technology can be harmful 
and a threat towards personal privacy and individual freedom 
of movement.   



CASE STUDY 

Case Study 1: E-Natis and the GFIP/ E-Toll system 

● During April 2007 the South African government launched the 
electronic National Traffic Information System (E-Natis) 

● The intent of the e-Natis system was to enhance security and 
lessen the opportunity for fraudulent vehicle registration.  

● Extensive personal information is collected on the e-Natis system 
to verify identity and monitor motorists. 



CASE STUDIES  

● However, the hacking of the eNaTiS website had occurred periodically 
since its launch, including following the implementation of the Gauteng 
Open Road Tolling System (GORT). 

● Numerous system breaches have placed user’s privacy in jeopardy. 

● eNaTiS and licensing authorities were no exception to problems of 
corruption, and this resulted in a breakdown of integrity of e-government 
systems such as e-Natis, but also a breakdown in the public confidence 
and trust in authority. 

● When implementing an e-government system such as e-NaTiS, trust in 
the protection of information is essential for the acceptance of future 
systems.  

 

 



CASE STUDIES  

Case Study 1: E-Natis and the GFIP/ E-Toll system 

● In 2007 the South African National Roads Agency Limited (SANRAL), 
proposed the implementation of an ITS as part of the Gauteng Freeway 
Improvement Project (GFIP).  This system contains technologies such as 
variable message sign boards (VMS), closed circuit television cameras 
(CCTV) and radio communication technologies such as e-tags for the e-
toll system. 

● These electronics all assist in the improvement of road conditions and 
networks, safer and faster emergency response all through real-time 
transmission of information 



CASE STUDIES  

● The system makes it possible to undertake a roll call of all vehicles using 
the 185 km tolled network in Gauteng to ensure all are properly 
registered and licensed, as well as assist in improving revenue collection 
due to improved vehicle identification. 

● “As the capture of personal information is essential in an ITS, information 

ethical concerns surrounding privacy and security of personal information 

belonging to motorists have been raised. Technologies utilised by ITS 

place motorists under constant surveillance and monitor transit behaviour 

in real time.” 

 

 

 

 



CASE STUDY - E-TOLL 

● Privacy as the “claim of individuals, groups or institutions to determine 
for themselves when, how and to what extent information about them is 
communicated to others.”   

● Information communication technology is often used in the storage and 
protection of personal data.   

● However the protection of this data can be compromised when 
information security measures and controls are inadequate. 



CASE STUDY - E-TOLL 

● Lack of security in the e-toll system: 

o In terms of privacy and security of the motorists, SANRAL as the 
control agency now have access to the motorist’s personal 
information.  

o Therefore motorists will lose the ability to choose to disclose their 
personal information in exchange for the use of the road.  

 



CASE STUDY - E-TOLL 

● A whistle-blower from within Kapsch Telecom, SANRAL’s partner 
organisation on the GFIP and e-toll project, has made claims that the 
decision by SANRAL to make use of RFID technology and e-tags, as well as 
CCTV cameras is contrary to best international practice (Gedye, 2014; 
OUTA, 2014).  

● Furthermore the whistle-blower claimed that SANRAL’s IT portal for the 
GORT management system was vulnerable to hackers (Gedye, 2014; 
OUTA, 2014).  

● These claims of vulnerabilities were further supported when only a few 
months later, the SANRAL webpage fell victim to a number of cyber-
attacks by media houses and IT agencies, attempting to demonstrate the 
security flaws. 



CASE STUDY - E-TOLL 

● These claims of vulnerabilities were further supported when only a few 
months later, the SANRAL webpage fell victim to a number of cyber-
attacks by media houses and IT agencies, attempting to demonstrate the 
security flaws. 

● While this may not have meant the system itself was hacked – had an 
impact on the level of trust that road users had in the protection of their 
information. 

● In addition, within the first two months, SANRAL admitted to an increase 
in of fraudulent license plates that resulted in incorrect billing. 

● Stoychev charged with 903 counts of fraud or swapping letters and 
numbers on license plate. 



CASE STUDY – E-TOLL 

• Privacy as a constitutional right 

• In addition to other issues, the system places the fundamental 
right to privacy at serious risk.  

• Section 14 of the constitution protects every individuals right to 
privacy. 

• Similar system was discontinued in Germany due to a ruling that 
the system infringed on the (similar) constitutional right to 
privacy and freedom of movement. 



CASE STUDY  

Case Study 2: New South African Smart Card IDs 

● South African Department of Home Affairs are switching all green barcoded 

identity documents to a Smart Card ID.   

● The Smart Card ID contains an embedded chip and biometric/personal 

information about the citizen.  

● Can be accessed by official organisations such as hospitals, banking 

institutions and government institutions.  

 



CASE STUDY  

Case Study 2: New South African Smart Card IDs 

● Currently cards only used for identification purposes - future uses of the 

technology involve surveillance of citizens, as well as mining the data 

recorded on the cards to create a digital profile of citizens. 

● The interoperable nature of smart card ID’s poses a serious threat to 

individual privacy and security, when one considers smart ID databases 

being interlinked with multiple other systems. 



PROPOSED FRAMEWORK FOR EVALUATING THE INFORMATION ETHICAL 
ISSUES 



CONCLUSION  

As the abilities of these surveillance technologies and personal information 

collection techniques improve, so the potential challenges related to these 

technologies need to be investigated.   

Additionally, such investigations will aid in providing recommendations that 

may address the information ethical issues encountered within an 

information society. 
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