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Cybercrime is currently one of the most lucrative forms of illegal activity in the world, highlighting the 
importance of ICT security and privacy, a matter that should be taken seriously by the broad spectrum of 
cyberspace users. The discussion forum addressed the importance of a secure cyberspace, the privacy 
of information, areas of vulnerability, risks and responsibility, the legal framework, cybercrime and law 
enforcement, information ethical challenges related to government’s e-services and systems, and the 
need to tailor an appropriate response to these complex problems.  
 
The importance of a secure cyberspace 
Computer users are the weakest point in securing cyberspace. The public and private sectors are rolling 
out systems that are insecure and therefore hackable, placing the personal information of ordinary 
citizens at risk. Currently there is no national cybersecurity policy, no cooperation between government 
and other stakeholders to address cybersecurity, and no single body in the private sector representing 
cybersecurity. Stakeholders (government, industry, NGOs, civil society and individuals) should work 
together in a national programme for cybersecurity awareness in order to lower the risks and make 
cyberspace as secure as possible. It is essential to develop a national culture of cybersecurity, create 
cybersecurity capacity and protect critical information infrastructures and SMMEs in this country.  
 
Education and awareness 

All computer and internet users need to be educated about the importance of cybersecurity, beginning 
with some basic steps to keep information safe and protect devices. Education and awareness material 
has been developed as part of the work done by SACSAA but has not been widely disseminated. Such 
programmes should be replicated and receive funding in order to be able to distribute the material to all 
parts of the country. Cybersecurity education and awareness should be made part of the school 
curriculum and introduced to learners from a young age. SAPS has a role to play in training law-
enforcement officers about cybercrime, and empowering them to be able to promote awareness, prevent 
and investigate cybercrimes.  
 
ACEIE is making a substantial effort to educate South Africans. Digital wellness and information ethics 
textbooks have been produced for learners and students at various levels of education. ACEIE engages 
government and holds workshops with provincial government departments to discuss information ethical 
issues such as privacy of information, integrity and intellectual property, and teaches people to behave in 
a more ethical and responsible manner. 
 
Research 

• ACEIE’s research is aimed at promoting the debate of information use and creating awareness about 
the possible use and misuse of recorded personal information within emerging e-government services 
in South Africa, with a specific focus on information privacy and surveillance issues that may arise in 
the implementation of e-NaTiS, e-tolls and smart card IDs 

• An independent body ought to be tasked to undertake a study to identify the problems and assess the 
impact of cybercrime in this country. 

• R&D on cybersecurity is needed. 
 
Responsibility 

• Common mistakes that compromise IT systems and data always involve a human element.  

• As a general rule, users are left to face the consequences of insecure products. However, recent 
developments internationally have seen IT developers and boards of companies being held liable for 
the roll-out of cyber-based systems without proper software development and testing. ISPs and 
suppliers of technology should also be held responsible for the security of the products they sell.  

• All users have a responsibility to ensure that lost information is appropriately reported.  
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BYOD 
Much is being done to resolve the problem of BYOD security. Apart from having the right technology to 
accommodate BYOD, legal enforcement and policy are essential to ensure security and protection of 
personal information. Organisations (including schools) that implement BYOD should create watertight 
policies that are enforced. 
 
Legal framework 

• The law needs to function as a deterrent and to set standards for cybersecurity. 

• The physical protection of nuclear power plants alone would be ineffective in the face of cyberattacks 
on the installations. The existing South African legal framework governing security and cybersecurity 
at nuclear facilities is incoherent, inadequate and outdated. It is of primary importance for the law to 
be updated. The South African legal framework regarding cybersecurity at a nuclear facility should be 
included in the Nuclear Energy Act and the National Nuclear Regulator Act. 

• The National Cybercrime Task Team should play a leading role in advising government about how to 
update the laws and policies relating to cybercrime. 

• The POPI Act is problematic in that it copies from EU guidelines and directives and is not adapted to 
the South African criminal and civil law system. Reporting and monitoring incidents of cybercrime 
ought to be addressed in the POPI Act. It will, however, impact cybersecurity, particularly in respect of 
the systems implemented as part of the e-government services. 

 
Ethical issues 

The effective protection of personal information relies on the management of information at every stage of 
the information lifecycle. E-government systems have raised ethical concerns surrounding privacy and 
security of personal information. The introduction of technologies and systems based on personal 
information of citizens implies that they do not have the ability to choose whether or not their personal 
information can be disclosed. Government needs to take into account when implementing e-government 
systems that trust in the protection of information is essential for the acceptance of the systems. 
 
SAPS 
SAPS requires a policy to address cybercrime and cybersecurity matters, and action plans to implement 
policy. Specialists and resources to investigate and charge cybersecurity-related cases, and a sound 
reporting mechanism that protects those who report incidents are also necessary. Identity theft and fraud 
should be declared a national priority offence. In order to be effective in its fight against cybercrime, 
SAPS should work ‘smarter’ and encourage cooperation with the public and private sectors. SAPS should 
adopt a proactive project management approach that accommodates the various categories of 
cybercrime.  
 
Statistics 
A number of studies have shown that South Africa has among the highest number of cybercrime victims 
in the world, but these statistics are excluded from the SAPS’ annual crime report and are not made 
known by impacted companies.  
 
Response to cybercrime 
A multi-layered approach is necessary to combat cybercrime and should address policy and legislation 
development, the establishment of entities with a specific mandate to identify and remediate problems, 
coordination of activities, training of law-enforcement agencies, judiciary and government officials, and 
development of future cyber professionals. 
 
A plan of action to address cybercrime should take the following aspects into consideration: education, 
awareness, international coordination and cooperation, R&D in cybersecurity and cybersecurity 
standards.  


