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WELCOME AND INTRODUCTION (MS JANSIE NIEHAUS, EXECUTIVE DIRECTOR: NATIONAL 
SCIENCE AND TECHNOLOGY FORUM) 
 
Ms Niehaus opened the meeting and welcomed everyone.  
 
The NSTF held a discussion forum on ICT-assisted learning in 2014 that was attended mainly by 
education and ICT experts. The current discussion on ICT security and privacy is relevant to the broad 
spectrum of cyberspace users from individuals, to the government, finance, industry, health and corporate 
sectors, and is aimed to address issues of privacy, the legal framework, ICT research, vulnerabilities of 
smart devices and systems, and the need to empower people with respect to cyber security.  
 
KEYNOTE ADDRESS: WHY IS A SECURE CYBERSPACE ESSENTIAL IN SOUTH AFRICA? 
(PROF. BASIE VON SOLMS, DIRECTOR: CENTRE FOR CYBERSECURITY, ACADEMY FOR 
COMPUTER SCIENCE AND SOFTWARE ENGINEERING, UNIVERSITY OF JOHANNESBURG) 
 
 ‘Cyberspace’ refers to all computers, computing devices, phones and other electronic equipment that use 
the internet in some way. Cyberspace is the fifth domain of human activity today, in addition to land, sea, 
air and outer space. Dependence on cyberspace for social, economic, governance and security functions 
has grown exponentially in recent years. 
 
Cyberspace threats include identity theft, masquerading, interception and unauthorised access. The 
major risk arises from the fact that information can be accessed from a remote location. A computer is 
unable to ascertain whether logon codes have been entered by the originator or owner of those codes ,or 
by an unauthorised individual.  
 
Our daily lives are progressively integrated with cyberspace, and most environments are managed from 
and controlled in this insecure space. For example, the financial, health, water and electricity, fuel 
provision and distribution, travel, sanitation, food production, distribution and supply, government services 
and telecommunication sectors rely on the internet. Social networking is used widely by people of all 
ages, but puts users at risk of vulnerability to cybercrime and cyberattacks. Individual users’ digital 
footprints cannot be permanently deleted, and there is no anonymity in cyberspace. Personal privacy is 
dependent on a secure cyberspace. 
 
Increasing numbers of everyday devices and household appliances are accessed and controlled via 
cyberspace. Many systems being rolled out in cyberspace are dangerous and insecure because they are 
hackable, but they continue to be used and could result in loss of life.  
 
South Africa has the third-highest prevalence of cybercrime in the world after Russia and China, and the 
number of threats is growing exponentially. Cybercrime entails unauthorised access to data from and via 
the internet by stealing the electronic identity of authorised individuals. Cybercrime is currently one of the 
most lucrative forms of illegal activity in the world. 
 
Computer users are the weakest point in securing cyberspace. Stakeholders (government, industry, 
NGOs, civil society and individuals) should work together in a national programme for cybersecurity 
awareness in order to lower the risks and make cyberspace as secure as possible.  
 
The government, as the primary stakeholder, is doing very little to ensure a secure cyberspace. There is 
no national cyber security policy, nor is there cooperation between government and other stakeholders to 
address cybersecurity. It is essential to develop a national culture of cybersecurity, create cyber security 
capacity, and to protect critical information infrastructures and small, medium and micro enterprises 
(SMMEs) in South Africa. According to a 2013 report by the Department of Communications, South 
African cybersecurity policy is fragmented and uncoordinated. There is no single body in the private 
sector representing cybersecurity.  
 
Discussions with the Ministry of State Security have led to the State Security Agency taking responsibility 
for the creation of a ‘face’ of cybersecurity for South Africa. A meeting with stakeholders was scheduled in 
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the near future to encourage cooperation between government and the private sector in the development 
of a national cybersecurity programme. It is of the utmost importance that all stakeholders work together 
to ensure a more secure cyberspace for South Africa. 
 
Discussion 
 
Brig. Piet Pieterse, South African Police Service (SAPS): I agree fully that cybercrime and the threat 
to cybersecurity are growing and that all stakeholders need to work together to combat the current 
tendency. Although governance is an issue that has to be addressed, responsible reporting on 
cybersecurity and cybercrime incidents is also essential.  
 
Response, Prof. von Solms: Reporting is a concern, as banks and telecommunication companies, for 
example, do not report cybercrime losses to their customers. It should be compulsory to report, monitor 
and promote awareness of such incidents. The Protection of Personal Information (POPI) Act (Act No. 4 
of 2013), which has not yet been promulgated, is intended to address this issue. The lack of 
understanding and awareness of cybercrime among SAPS officers is being addressed. Improvements in 
this regard would lead to increased reporting of cybercrime incidents. 
 
Mr Eric Tamarkin, Institute for Security Studies (ISS): It is critical to gather accurate statistics in order 
to understand areas of vulnerability and to put energy into developing scarce resources. Companies and 
individuals are reluctant to let it be known that they have been hacked, and businesses are not 
incentivised to report cyberattacks. Apart from mandatory reporting, how do you incentivise the sharing of 
information? 
 
Response, Prof. von Solms: This is a problem throughout the world. Some companies make reporting 
compulsory, but many are reluctant because of the consequences for their business. However, company 
boards are realising the extent of their accountability, which is clearly an aspect of good corporate 
governance. Stakeholder and investor activism is leading to steps being taken to hold boards accountable 
for cyberattacks and cybercrime in companies. The situation in South Africa is improving, particularly as a 
result of the POPI Act.  
 
Mr Manqoba Mngomezulu, Telkom: Are there any programmes at universities and schools to equip 
staff and students to address cybercrime? 
 
Response, Prof. von Solms: The South African Cyber Security Academic Alliance (SACSAA), a 

partnership between the University of Johannesburg, University of South Africa (Unisa) and Nelson 
Mandela Metropolitan University (NMMU), has developed useful products (such as workbooks and games 
from primary-school level) and has already done much to promote the material. However, the universities’ 
involvement is localised and their budgets are limited. The Council for Scientific and Industrial Research 
(CSIR) has also developed a programme to address cybercrime. With the buy in of the education 
departments, these programmes could be rolled out to all schools in the country. A top-down coordinated 
approach would have a wide-ranging impact.  
 
Mr Karel Matthee, CSIR: I am encouraged that there is some cooperation with government and that your 

initiatives to create awareness are starting to take shape. However, I believe that individuals need to take 
a certain amount of responsibility for things such as the way they choose their passwords and react to 
phishing attacks. Is there anything the CSIR could do to address the problems of passwords or to make 
cybercrime more difficult for criminals from a technological perspective? 
 
Response, Prof. von Solms: Currently, users carry full responsibility for their own systems. We are 
considering ways to move some responsibility to the internet service provider (ISP), for example, to put in 
certain controls. I believe that ISPs must be made more responsible for what goes through the internet. 
There are also hardware developments that address security. Android is full of security gaps. Suppliers of 
the technology must make it more secure. The best way to address cybersecurity is by training people in 
cyber awareness. As parents, we should force the government to help us make our children cybersecure. 
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KEEPING YOUR INFORMATION SAFE WHEREVER YOU ARE (MR STEVE JUMP, HEAD: 
CORPORATE INFORMATION SECURITY GOVERNANCE, TELKOM) 
 
We live in a scary world, and the cyber world is no different. Although it has numerous benefits and 
presents many opportunities, there are ways in which it can go wrong, and these are often hidden to us.  
 
Awareness is a necessity at all levels of society. Boards of companies have to be aware that information 
security is a reality for their future business prosperity. The POPI Act is not well understood by everyone. 
Protection of personal information should have been put in place from the time the internet was first being 
used. Technology, governance and regulation must be coordinated; it is essential that the reporting of 
cyber incidents is legislated.   
 
Mr Jump posed a set of questions to help individuals assess the risks and benefits of the actions they 
take and the extent to which they are vulnerable to cyberattacks. Information about oneself, one’s family, 
friends, work and workplace should be protected and managed. People have a role to play in securing 
their own personal information, and in taking responsibility for backing up data, using passwords and 
personal identification numbers (PINs), locking electronic devices, encrypting data and removable 
devices, updating the latest versions of software, storing information via cloud computing, and using 
virtual private networks (VPNs) and regular browser checks. In addition, people have a responsibility to 
report lost information.   
 
Discussion 
 
Ms Erin Klazar, University of Pretoria (UP), African Centre of Excellence for Information Ethics 
(ACEIE): There is a case where an individual’s iCloud account was hacked and all the information was 
deleted from his Apple devices. All that was needed to do this was to trick Apple’s customer care service 
into retrieving a lost password. Many people use cloud computing as a back-up. What is your view on the 
safety of cloud computing? 
 
Response, Mr Steve Jump: Cloud storage is secure, but it can be made insecure. To date there has not 
been any record of technical compromise to information stored via cloud computing. There are stories 
about cloud information (involving pictures and photo links on social media) being compromised. There 
was a case where personal information on an individual’s Facebook page was used to obtain his recovery 
keys. He had made the assumption that a password was sufficient. People are vulnerable if their only 
login access is a password. It is almost obligatory for those building and developing systems to make the 
default choice as secure as possible in terms of security level. If the default choice is simple and easy, 
then systems developers are to some extent responsible for the vulnerability of systems. In many cases, 
customers are not part of this dialogue.  
 
Mr Julius Olubodun, ORT South Africa: What kind of device is better suited to security implementation: 

a laptop or a smart devices such as a tablet? 
 
Response, Mr Steve Jump: All these devices are computers and all have operating systems, network 
connectivity and applications running on them. At the basic technical level, they are equally susceptible to 
software and compromise. Where a computer device is put in the hands of someone with limited technical 
capabilities, I would prefer a smart device, a lock-down tablet, mainly because there is no control over 
laptop users installing their own data. If users have enough knowledge to break the security and install 
their own applications (which is easier to do on Android, but also possible on Apple), then the computer 
will be compromised. In the corporate environment, people can be trained about security threats. 
Furthermore, the devices can be checked for security through the network connection. This environment 
is easier to manage if everyone has iPads. It takes more time and effort to keep laptops secure. Users 
with the intention to break the security will be able to do so.  
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THE EFFECTIVENESS OF SOUTH AFRICA’S LEGISLATIVE FRAMEWORK GOVERNING 
CYBERSECURITY IN NUCLEAR FACILITIES (DR KHALED AHMAD QASAYMEH, COLLEGE OF 
LAW, DEPARTMENT OF PUBLIC, CONSTITUTIONAL AND INTERNATIONAL LAW, UNIVERSITY OF 
SOUTH AFRICA) 
 
The law needs to function as a deterrent and to set standards for cybersecurity. The physical protection of 
nuclear power plants alone would be ineffective in the face of cyberattacks on the installations. 
 
The existing South African legal framework governing security and cybersecurity, in particular at nuclear 
facilities, is made up of incoherent pieces of legislation, which are inadequate, sometimes outdated, and 
overburden the courts with respect to interpretation. For example, the legal measures for defining criminal 
conduct and terrorist activities are not clear in the legislation, thereby contradicting the principle of 
legality. The current legal framework governing cybersecurity in nuclear facilities is set up for litigation 
rather than policy implementation and needs to be streamlined in order for the criminalisation of nuclear-
related cyberattacks to be adequately and effectively legislated. 
  
Although a combination of several pieces of legislation may constitute a legal framework that provides for 
the prosecution of offences and cyberattacks against nuclear facilities, such a legal framework does not 
achieve the objectives of the Convention on the Physical Protection of Nuclear Material (CPPNM) relating 
to the aggravated nature of cybercrimes directed at nuclear facilities, nor does it achieve the requirement 
of prevention of such crimes by the licensee. Moreover, the legal framework does not specify any 
provisions for the protection of electronic equipment at nuclear facilities and is outdated in terms of the 
Electronic Communications and Transactions Act (ECTA) (Act No. 25 of 2002).  
 
The South African legal framework regarding cyber security at a nuclear facility should be included in the 
Nuclear Energy Act (Act No. 46 of 1999) and the National Nuclear Regulator Act (Act No. 47 of 1999). 
 
There are numerous internal and external information security requirements for nuclear power plants 
based on interactions with a variety of stakeholders. The implications of the many threats to the security 
of nuclear power plants must also be taken into account. The US Nuclear Regulatory Commission has 
made it compulsory for the IT components of nuclear power plants to be divided into three groups so as 
to isolate the group that deals with the control and operation of the system and the reactor, but such legal 
measures are not in place in South Africa. 
 
The international legal framework impacts on the development of cybersecurity in South Africa, but it 
does not cover the full legal spectrum related to the nuclear industry. One example is the CPPNM, which 
addresses the legalities of nuclear material used for peaceful purposes, as well as the transport of such 
material, but fails to address materials within the confines of nuclear power plants, or acts of terrorism. 
 
Experts from the International Atomic Energy Agency (IAEA) regularly visit South African nuclear 
installations to ensure adherence to international standards and promote cybersecurity awareness. 
 
THE WORK OF THE SAPS CYBERCRIME UNIT (BRIG. PIET PIETERSE, HEAD: ELECTRONIC 
CRIME UNIT, DIRECTORATE FOR PRIORITY CRIME INVESTIGATION, SOUTH AFRICAN POLICE 
SERVICE) 
 
The Electronic Crime Unit (ECU) and the Digital Forensic Laboratory (DFL) are part of the Directorate for 
Priority Crime Investigation (DPCI) at the South African Police Service (SAPS). The mandate of the DPCI 
addresses prevention, combatting and investigation of National Priority Offences and is aligned with 
specific outcomes of the Justice Crime Prevention and Security Cluster Delivery Agreement, the National 
Development Plan (NDP) and the legislative and policy framework in terms of cybercrime and corruption. 
The National Cybersecurity Policy Framework (NCPF) states that SAPS is responsible not only for 
investigating cybercrime, but also for developing related policies and strategies, developing and 
maintaining enforcement capabilities, and improving the understanding of cybercrime within SAPS.  
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The National Security Strategy, approved by Cabinet in December 2013, emphasises cybercrime as a 
priority threat to national security that needs to be addressed through a holistic, comprehensive 
cybercrime policy.  
 
Specialised capacity has been established within SAPS, but only a few individuals are equipped to deal 
with electronic-related crimes. The increasing number of cases has highlighted the need for all detectives 
in SAPS to receive training on electronic-related crimes. Due to the lack of capacity in the specialised 
unit, victims of cybercrime do not get the attention they deserve.  
 
The ECU takes a proactive intelligence-led project-driven approach to investigations, as well as relying on 
the usual detective work. Each investigation involves a number of stakeholders within government and 
the private sector. Although there are pockets of excellence, the fragmentation in law-enforcement 
structures impacts negatively on the effectiveness of the ECU’s efforts. The number of reported cases 
exceeds the enforcement capacity of SAPS. If these trends persist, SAPS will lose the war against 
cybercrime. Investment in human capital development is essential, and training should be provided to all 
law-enforcement officers, not only to those in specialised SAPS units. 
 
Cybercrime varies from relatively insignificant transgressions to transnational organised crime. Organised 
crime syndicates utilise the proceeds of cybercrime to finance other organised-crime operations. 
Cybercrime impacts negatively on the economy of all countries and has an adverse effect on public trust 
in ICT. 
 
The ECU works with law-enforcement agencies in other countries, from which it receives substantial 
cooperation. The role of efficient prosecutors in the conviction of cybercriminals should not be 
underestimated.   
 
Increasing vulnerability to incidents of cybercrime can be attributed to the shortage of skilled 
investigators, the lack of cyber security awareness, and the lack of cooperation and collaboration 
between the public and private sectors. The current level of vulnerability is not expected to decrease until 
the NCPF is fully implemented.  
 
The following plan of action is aimed at improving SAPS’ response to cybercrime, from the perspective of 
the ECU:  

• An effective communication strategy needs to be developed to heighten awareness of cyber security 
and cybercrime. 

• The Cybercrimes and Related Matters Bill needs to be finalised and implemented. 

• Early-warning and monitoring mechanisms to protect cyberinfrastructure, systems and critical 
information need to be strengthened. 

• Simulation exercises to identify and address areas of vulnerability need to be conducted. 

• Capacity needs to be built to detect and prosecute cybercrime.  
 
Strategies that address a proactive approach to combating cybercrime need to be developed and 
implemented, focusing on the following areas: 

• Maintenance and further development of enforcement capabilities through:  
o Creating an online operational investigative mechanism and capacity to expose (through 

detection and investigation) cybercrime criminal business enterprise structures 
o Establishing a workstation infrastructure that includes physical infrastructure and software design, 

maintenance and hosting associated with foreseen ICT infrastructure 
o Training online DPCI investigators 
o Establishing internal processes, procedures, investigative methodologies and best practices in 

line with international standards 
o Decentralising capacity so that regular detectives are able to investigate cybercrime 
o Enhancing the current human-resource capacity. 

• Development of investigative and forensic methodologies for addressing cybercrime through: 
o The DPCI’s involvement in research in the field of cybercrime  
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o The use of digital and electronic evidence, which represents a key component of police 
investigations and could prove critical in supporting the prosecution of various types of crime 
beyond the commercial crime platform.   

• Extension of the ECU’s supporting role from commercial crime to organised crime and corruption.  
 
Discussion 
 
Ms Debbi Schultz: You mentioned that the ECU does not have online capacity to deal with cybercrime. 
How are you addressing such cases if not through an online framework? 
 
Response, Brig. Piet Pieterse: The sooner incidents are reported, the sooner we can respond. The 

problem is that it is difficult to report cases at a local police station, and victims of cybercrime do not know 
where to go to report an incident. It is impossible for the ECU to attend to all the cases before us, and 
therefore have to prioritise incidents. When an incident occurs on the banking platform, we tend to hear 
about it quite quickly. The internal policy document we are proposing to management includes a 
mechanism that would make it easier for the public to report incidents. The ECU and the DFL function as 
separate units. I believe that the DFL should be located within the SAPS forensic science laboratory.  
 
Mr Julius Olubodun, ORT South Africa: Public awareness is crucial if cases are to be reported, even 
before a crime has been committed. We all receive spam SMSs and emails that potentially involve 
cybercrime. Social platforms are developed by criminals for the purpose of cybercrime. We should be 
able to forward information to SAPS as we receive it, which would help detectives in their investigations.  
 
Response, Brig. Piet Pieterse: I share the concern about public awareness and reporting. Internal 
processes need to be followed to structure reporting properly. Reports must be categorised and analysed. 
A sound reporting mechanism needs to be found to protect the person that reports the incident, and there 
must be sufficient capacity to respond to each reported case.  
 
Unknown: What about database crime? This was not mentioned in the presentation. 

 
Response, Brig. Piet Pieterse: Detectives receive training in investigative methodology, but it is 

necessary to ensure that they can use it when they investigate matters. Investigators are encouraged to 
specialise in a specific field of cybercrime. The private sector is looking for better ways to train law-
enforcement officials. A project management approach that accommodates different categories of 
cybercrime (one of which is database crime) would go a long way to ensuring that all types of crime 
receive appropriate attention. The ECU currently has a detective who specialises in database crime, but 
more research is needed in this area.  
 
Prof. Basie von Solms: I am paranoid about cybersecurity and I sometimes tend to overreact, but I am 
proud of the capabilities of the ECU, headed by Brig. Pieterse. However, such units operate reactively. If 
we are to curb cybercrime, a proactive approach is necessary. It is too easy for companies to roll out new 
cyber-based systems without proper software development or testing, and their clients have to face the 
consequences. We should start holding companies responsible. For example, has anyone asked those 
rolling out the new South African ID card system how secure the software is, or who has certified the 
system? The vulnerabilities due to badly written software present opportunities for cybercriminals. There 
are new international developments in the way that software is tested before roll out, and companies are 
being held responsible and accountable for the systems and software that they roll out.  
 
Dr Khaled Qasaymeh: Although the POPI Act is problematic in some respects and is not adapted to the 

South African criminal and civil law systems, it copies EU guidelines and directives, and provides for 
compliance with proactive measures in respect of responsible software development. Care must be taken 
to draft good policies, taking into account that they are not law and do not establish obligatory measures. 
It should be a priority to update the law.   
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Ms Keitumetsi Tsotetsi, Geekulcha: There are numerous laws concerning nuclear-related cyber 
security, but none of legislation addresses the issue of security at nuclear facilities. Are there any efforts 
to improve the legal framework? 
 
Response, Dr Khaled Qasaymeh: The National Nuclear Regulator has already updated the National 
Nuclear Regulator Act of 1999 and it has been presented to the Department of Energy. However, public 
comment was not invited on the amendments. The role of the National Cybercrime Task Team is to 
advise government on updating legislation and policies relating to cybercrime. 
 
Mr Manqoba Mngomezulu, Telkom: Is there a process in place to ensure that South Africa develops its 
own legal framework for cyber security, or is it sufficient to use international legal frameworks?  
 
Response, Dr Khaled Qasaymeh: Copying from other laws is not necessarily a bad thing, particularly 

as there is an international tendency to harmonise of laws, but the laws need to be adapted to the South 
African legal environment. 
 
Mr Manqoba Mngomezulu, Telkom: How efficiently are cases of ID theft dealt with? 

 
Response, Brig. Piet Pieterse: SAPS needs to work ‘smarter to address cybercrime, but cannot be fully 
effective on its own. The solution would be to declare ID theft as a national priority crime, put a policy in 
place and get stakeholders involved. 
 

PRIVACY VS SECURITY: AN INVESTIGATION INTO THE INFORMATION ETHICAL CHALLENGES 
FACED BY E-GOVERNMENT SERVICES IN SOUTH AFRICA (MR BENSON LECHABA AND MS ERIN 
KLAZAR, AFRICAN CENTRE OF EXCELLENCE FOR INFORMATION ETHICS, UNIVERSITY OF 
PRETORIA) 
 
How safe is your information, and are you willing to sacrifice your privacy for the sake of convenience? 
 
Research at the African Centre of Excellence for Information Ethics (ACEIE) at the University of Pretoria 
is aimed at promoting debate around information use and creating awareness about the possible use and 
misuse of recorded personal information in emerging e-government services in South Africa, with a 
specific focus on information privacy and surveillance issues that could arise in the implementation of e-
tolls and smart card IDs. 
 
e-Government services are key instruments in engaging citizens, streamlining civil services and reducing 
administration. The services rely on networked information systems, raising ethical issues related to 
privacy, the accessibility or inaccessibility of information, and the ability of the user or collector to 
manipulate the information. Unauthorised access to an individual’s personal information can become an 
ethical challenge, exacerbated by corruption trends in the public sector, eroding public confidence in 
government-managed systems.  
 
Privacy is the main ethical issue for an information society, but it is difficult to define because of rapid 
changes in technology, opinions, trends, norms and values. Privacy has become popularly characterised 
as ‘the right to be left alone’. 
 
Information privacy can be defined as ‘the ability of an individual to control how their personal information 
is acquired, circulated and used’. The POPI Act defines personal information as the information related to 
an identifiable, living, natural person, and the protection of that information relies on the management of 
information at each stage of the information lifecycle.  
 
Surveillance can be described as ‘the systematic investigation or monitoring of the actions or 
communications of one or more persons’ with the aim of ensuring safety and security against 
unintentional or intentional dangers. Although there are certain benefits to surveillance technologies, 
abuse and misuse can be harmful and threaten personal privacy and individual freedom of movement. 
The ubiquitous nature of ICTs means that the implementation of mass surveillance has already begun 
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within the daily lives of individuals, whether or not they approve or are aware of it, as demonstrated in two 
case studies. 
 
Case study 1: Electronic National Traffic Information System and the Gauteng Freeway 
Improvement Project/e-Toll system 
The intent of the Electronic National Traffic Information System (e-NaTiS) system is to enhance security 
and lessen opportunities for fraudulent vehicle registration. Extensive personal information is collected on 
the e-NaTiS system to verify identity and monitor motorists. Hacking of the e-NaTiS website has 
jeopardised users’ privacy, which together with problems of corruption has resulted in a breakdown of 
integrity of the system. 
 
An Intelligent Transport System (ITS), using real-time transmission of information including personal 
information belonging to motorists using the tolled road network, was implemented as part of the Gauteng 
Freeway Improvement Project (GFIP). This has raised ethical concerns surrounding privacy and security 
of personal information, particularly since the South African National Roads Agency (SANRAL), as the 
control agency, has access to motorists’ personal information and the data can be compromised when 
information security measures and controls are inadequate. A number of cyberattacks on the system 
have demonstrated vulnerabilities and security flaws. In addition, the system places the fundamental right 
to privacy at serious risk. Section 14 of the Constitution of the Republic of South Africa protects the 
individual’s right to privacy. It is interesting to note that a similar system was discontinued in Germany as 
a result of a ruling that the system infringed on the constitutional right to privacy and freedom of 
movement. 
 
Case Study 2: New South African smart card IDs 
The smart card ID contains an embedded chip and biometric and personal information about the 
particular person that can be accessed by official organisations and government institutions through 
interlinked systems. Future uses of the technology involve the surveillance of citizens, as well as mining 
the data recorded on the cards to create a digital profile of citizens. The interoperable nature of smart 
card IDs poses a serious threat to individual privacy and security.  
 
As the abilities of these surveillance technologies and personal information-collection techniques improve, 
so the potential challenges related to these technologies need to be investigated. Such investigations will 
lead to recommendations that address the information ethical issues encountered within an information 
society. 
 
The introduction of these technologies and systems implies that citizens do not have the ability to choose 
whether or not their personal information can be disclosed. Government needs to take into account when 
implementing e-government systems (such as e-NaTiS, e-tolls and smart card IDs) that trust in the 
protection of information is essential for the acceptance of the systems.  
 
Discussion 
 
Mr Manqoba Mngomezulu, Telkom: I have visited a number of government websites and have 
discovered that many government employees have Gmail accounts as their official contact email 
addresses. I believe that this compromises the organisational information. Do you share your research 
findings with government and government entities? 
 
Response, Ms Erin Klazar: The use of private email addresses by employees might be in contravention 
of the employer’s ethical code of conduct. We do share our research findings and have published papers 
on the findings that have been sent to senior officials in government. I have participated in the e-toll panel 
discussions as an academic representative. We engage government in much of our work at ACEIE. We 
conduct workshops with provincial government departments to discuss information-related ethical issues, 
such as privacy of information, integrity and intellectual property, and we teach people to behave in a 
more ethical and responsible manner.  
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Educational material is handed out at workshops, with guidelines for reference purposes. Digital wellness 
and information ethics textbooks have been produced for learners and students at various levels of 
education. ACEIE is making a substantial effort to educate South Africans. It is likely that the next phase 
of the programme will be to get feedback from those who have participated in our workshops in order to 
assess their effectiveness.  
 
THE EVOLUTION OF SECURITY AND PRIVACY (MS KEITUMETSI TSOTETSI, GEEKULCHA) 
 
Geekulcha uses social media to reach out to students and spread information about IT and IT-related 
careers.  
 
Security and privacy of information (including personal information) have evolved over the years, as have 
the security mechanisms needed to protect the information. Statistics from 2008 about internet 
penetration and usage, technology advances and the accessibility of information reveal the nature of the 
times we live in. Organisations tend to be moving away from claiming that their systems are 100 per cent 
secure and moving towards the use of terms and conditions that pass the responsibility for security on to 
the user. Current trends in computing include cloud computing, bring your own device (BYOD), big data 
(which profiles individuals by identifying patterns, trends and behaviours), the internet of things 
(interconnectivity of devices) and social media. New technology brings about changes that impact on 
business as well as individuals, requiring regular adaptation to keep up with the multiple changes.  
 
Common mistakes that compromise IT systems and data always involve a human element. Such 
mistakes include neglecting to lock a device and updating software, downloading questionable content, 
storing information on unauthorised devices and using insecure WiFi. A recent term, ‘data breach fatigue’, 
refers to the neglect to secure personal information following a barrage of cyberattacks.  
 
In terms of disaster recovery and outsourcing IT functions, it is necessary to ensure that service providers 
do not compromise data and have the necessary security in place to protect the integrity of data, assess 
the risks involved, and prevent and mitigate such risks. It is important to balance practicality and usability 
with IT security and security awareness. 
 
Discussion 
 
Mr Manqoba Mngomezulu, Telkom: A blogger must be able to share information widely. Is there a way 
to make a blog accessible to the public while taking into account security concerns and the lack of 
education about cybercrime and cybersecurity?   
 
Ms Keitumetsi Tsotetsi, Geekulcha: Our blog does have a wide reach, but people do not comment on 
the blogs. Instead, they tend to interact on Twitter. We hear mostly from high-school learners and 
students, and the topic of the blog relates to what they want to talk about. We try to address current and 
relative issues. Currently we only have a mobile website and blogs. Blogging is expected to become 
increasingly popular.  
 
ICT BRING YOUR OWN DEVICE COMPLEXITY (MR ANDREW FORD, INFORMATION SECURITY 
ARCHITECT, NETWORKS UNLIMITED) 
 
‘Bring your own device’ (BYOD) refers to the practice of allowing the employees of an organisation to use 
their own computers, smartphones or other devices for work purposes using connectivity on a secure 
corporate network. It has been said that the increasing prevalence of BYOD is set to have a fundamental 
impact on IT over the next few years, and that there has been a 75% increase in productivity since the 
introduction of BYOD.  
 
The risks of BYOD include: 

• The loss of sensitive data on a lost or stolen device, or one that is in the possession of someone who 
leaves the company 

• An infected personal device connecting to the corporate network 
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• Malicious apps downloaded by a user 

• Theft of data by uploading to a personal device. 
 
Much is being done to resolve the problems of BYOD security, particularly in an environment where 
threats change constantly. One solution that has been found to be effective is mobile device 
management, which provides the ability to detect vulnerabilities on a device and report to a network. 
Another solution that is being piloted is to separate personal and corporate information and create two 
profiles on a single device. A further control for organisations that implement BYOD would be to create 
and enforce watertight policies. Apart from having the right technology to accommodate BYOD, legal 
enforcement and policy are essential. 
 
The use of BYOD in schools presents a particular set of problems in meeting security requirements.  
There are no current laws and policies that specifically address BYOD.  
 
Discussion 
 
Ms Keitumetsi Tsotetsi, Geekulcha: If it is possible to create two profiles on a Windows laptop, why is it 
not possible to do so on a cell phone? 
 
Response, Mr Andrew Ford: A possible solution is still being piloted and has not yet been vetted as a 

suitable security control. None of the three mobile device operating system vendors (Google, Apple, 
Windows) will admit that their systems are vulnerable. This is one of the challenges for BYOD.  
 
Mr Manqoba Mngomezulu, Telkom: You mentioned that an organisation will fail a Payment Card 
Industry Data Security Standard (PCI DSS) audit if BYODs are found to be used. Is this because the PCI 
DSS prohibits the use of BYODs in corporate environments, or is it because the organisation does not 
have a policy in place to protect or secure its data? 
 
Response, Mr Andrew Ford: An audit specifically looks at ringfenced data. The audit is not done on the 

entire company. The scope of an audit specifies the environment to be audited. Within that specified 
environment, the company is not allowed to use devices that have access to the networks and WiFi and 
can share information in that environment.  
 

UNPACKING CYBER ISSUES TO TAILOR AN APPROPRIATE RESPONSE (MR ERIC TAMARKIN, 
INDEPENDENT CONSULTANT, ISS) 
 
In the cyber realm, it is important to understand the scope of the problem before tailoring an appropriate 
response. The main problems relate to the high prevalence of poor data and misunderstandings about 
cyber terminology, making it difficult to fashion appropriate responses. 
 
Some statistics on South Africa’s internet usage, according to various sources, are: 

• There are 25 million internet users in South Africa.  

• The internet has a penetration rate of 51.5%. 

• South Africa is the second-largest internet user country in sub-Saharan Africa after Nigeria. 

• The NDP projects 100% broadband by 2020. 

• Free WiFi is being rolled out in the City of Tshwane, the Western Cape and Limpopo (as part of the 
Project Isizwe NGO). 

• South Africa will have 32.3 million mobile internet subscribers by 2017.  

• South Africa is Africa’s largest smartphone market. 
 
A number of studies (mostly by security companies) have shown that South Africa has among the highest 
number of cybercrime victims in the world, but these statistics are excluded from SAPS’ annual crime 
report. Many companies (including the banking sector) fall victim to cybercrime, but are reluctant to share 
the information due to the consequences of such information being made known in the public domain. An 
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independent body ought to be tasked with undertaking a study to identify the problems and assess the 
impact of cybercrime in the country. 
 
Malevolent cyber activity includes cyberespionage, cyberwar, cyberterrorism, hacktivism and cybercrime.  
 
All entities, sectors and individuals are at risk of attack, and cybercrime generally targets anything of 
value.  
 
Addressing this complex problem requires a multi-layered approach that must include: 

• Gathering impartial statistics to inform the development of a policy framework that identifies roles and 
responsibilities 

• Developing legislation that defines cybercrime so that it is able to be criminalised.  

• Establishing computer emergency response teams and computer security incident response teams 
(entities that area available at all times to help identify and remediate the problems) and coordination 
hubs 

• Providing training on the prevention, identification and investigation of cybercrime to law-enforcement 
agencies, judiciary and government officials 

• Attracting and developing future cyber professionals.  
 
The following must be put in place in order to combat cybercrime: 

• Education and cyber centres of excellence   

• Public awareness campaigns  

• International coordination and cooperation (cyber incidents are borderless and therefore require 
cooperation from many countries) 

• Research and development in cyber security 

• Cybersecurity standards (such as those in the USA that lay down cyber-hygiene standards for 
businesses). 

 
SUMMARY, RECOMMENDATIONS AND WRAP-UP (MS NIEHAUS, NSTF) 
 

• Prof. von Solms indicated that the internet should not be trusted as it was impossible to secure. His 
argument is that computers are incapable of identifying a security breach and cannot alert users to 
such incidents. He warned of the major threat presented by reliance on information systems in 
cyberspace that control services in the majority of sectors (government and private). He interacts with 
selected government departments to improve legislation, public awareness and education about 
cybersecurity.  

 
Companies are reluctant to share statistical data about cybersecurity breaches as they do not want to 
be perceived as vulnerable. Individuals are also vulnerable to cybercrime. Universities and schools 
need to make the youth aware of the vulnerabilities. Awareness education programmes and learning 
material have been developed and could be widely disseminated with the cooperation and support of 
education authorities and departments. 

 

• Mr Jump reminded the forum that data have value, and the information stored on a device is 
compromised when it is lost. He pointed out the dangers of using public WiFi and emphasised that 
everyone should know what steps to take if a device is lost. He demonstrated that devices could 
easily be tracked and hacked, and provided valuable practical advice for keeping personal 
information safe and secure. 

 

• Dr Qasaymeh spoke about the inadequacies and lack of coherence of the legal framework governing 
cyber security at nuclear facilities in South Africa. He emphasised that much work is required to bring 
the legislation up to date and ensure its relevance, both internationally and in the broader South 
African legislative framework, and to ensure that cybercrime is prosecuted.  
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• Brig. Pieterse gave some insight into some of the work being done by the SAPS to root out 
cybercrime, which he believes should be regarded as a national priority crime. He referred to the lack 
of capacity in SAPS to deal with increasing cases of cybercrime and the need for all law-enforcement 
officials to be trained in detecting and investigating cybercrime. He warned that the war against 
cybercrime could not be won unless a new approach is adopted, entrenched in a holistic, 
comprehensive cybercrime policy and focused on legal enforcement of the policy.   

 

• Mr Lechaba and Ms Klazar have advanced understanding of information ethical challenges faced by 
e-government services in South Africa. They presented case studies as part of the ACEIE 
programme that addressed e-NaTiS, e-tolls and the smart card ID systems, and identified serious 
vulnerabilities in these systems.  

 

• Ms Tsotetsi gave a brief history of information security and privacy as a background to current trends 
in computing. She alluded to common forms of user negligence in maintaining secure data and 
protecting the privacy of information. She emphasised the importance of balancing security with 
practicality and usability.  

 

• Mr Ford presented the risks of BYOD and pointed out that possible solutions to bridging the gap 
between personal and corporate information have not yet been endorsed by vendors.  

 

• Mr Tamarkin presented an overview of statistics and future trends in internet usage in South Africa 
and proposed a multi-layered approach to resolving the complex problems.  

 
CLOSING 
 
Ms Niehaus thanked everyone for attending the forum and for their contributions to the discussions.  
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APPENDIX A: ATTENDANCE LIST 
 

Name Organisation 

Prof. T Lucky Nedambale Agricultural Research Council 

Mr Moraka Morudu Bokamoso Science and Technology Education Centre  

Mr Izak Smit Cape Peninsula University of Technology  

Ms Debbi Schultz Communications service provider 

Mr Karel Matthee CSIR Meraka Institute 

Mr Vusi Morulane Gauteng Department of Health  

Ms Keitumetsi Tsotetsi Geekulcha 

Mr Eric Tarmakin ISS Consultant 

Mr Andrew Ford Networks Unlimited 

Ms Jansie Niehaus National Science and Technology Forum 

Mr Julius Olubodun ORT South Africa 

Brig. Piet Pieterse South African Police Service  

Mr Manqoba Mngomezulu Telkom 

Mr Steve Jump Telkom 

Prof. Basie Von Solms University of Johannesburg 

Dr Khaled Qasaymeh University of South Africa 

Dr Lorinda M Kroukamp University of Pretoria (UP), Department of Family Medicine 

Mr Benson Lechaba UP African Centre of Excellence for Information Ethics (ACEIE) 

Ms Erin Klazar UP, ACEIE 

Ms Heather Erasmus Write Connection (Scribe) 
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APPENDIX B: ACRONYMS 
 
ACEIE African Centre of Excellence for Information Ethics  
BYOD Bring Your Own Device  
CPPNM Convention on the Physical Protection of Nuclear Material  
CSIR Council for Scientific and Industrial Research  
DFL Digital Forensic Laboratory  
DPCI Directorate for Priority Crime Investigation  
ECTA Electronic Communications and Transactions Act  
ECU Electronic Crime Unit  
e-NaTiS Electronic National Traffic Information System 
EU European Union 
GFIP Gauteng Freeway Improvement Project  
IAEA International Atomic Energy Agency  
ICT Information and Communication Technology 
ID Identity document 
ISP Internet Service Provider  
ISS Institute for Security Studies  
IT Information Technology 
ITS Intelligent Transport System  
NCPF National Cybersecurity Policy Framework  
NDP National Development Plan  
NMMU Nelson Mandela Metropolitan University 
NSTF National Science and Technology Forum 
PIN Personal identification number  
POPI Protection of Personal Information Act  
R&D Research and development 
SMMEs Small, medium and micro enterprises 
SACSAA South African Cyber Security Academic Alliance  
SANRAL South African National Roads Agency  
SAPS South African Police Service  
UJ University of Johannesburg 
Unisa University of South Africa  
UP University of Pretoria   
US/ USA United States of America 
VPN Virtual private network  
 


