
DATA SECURITY AND PRIVACY DISCUSSION FORUM 
 

Useful links to interesting articles as background reading: 

1. On legislation: http://www.bowman.co.za/NewLegislation/Data-Protection-and-Protection-
of-Personal-Information-Act 

2. The Net we want: Encouraging internet users to take back the internet and make it secure 
for use (polity.org) 

3. Mining personal data: http://www.ibtimes.co.uk/google-admits-mining-data-students-
through-apps-education-tools-1440388 

4. Encryption included as default: http://www.wired.com/2014/11/whatsapp-encrypted-
messaging/?mbid=social_twitter 

5. African Centre of Excellence for Information Ethics (ACEIE) at the University of Pretoria: 
http://web.up.ac.za/default.asp?ipkCategoryID=19309 

6. Ethics in Health Research: Principles, Structures and Processes: 
http://www.mrc.ac.za/ethics/DOHEthics.pdf: Source: NDOH and its National Health 
Research Ethics Council.  The quote refers to the Australian NHMRC in the last sentence and 
the SA MRC website provided the link: 

“2.7 Privacy and Confidentiality 

“In its simplest form privacy is concerned with access to personal records, while confidentiality 

refers to the use of personal information once it has been disclosed (Berglund, 1990). A participant’s 

right to both privacy and confidentiality must be protected. The researcher must ensure that ‘where 

personal information about research participants or a community is collected, stored, used or 

destroyed, this is done in ways that respect the privacy or confidentiality of the participants or the 

community and any agreements made with the participants or community’ (National Health & 

Medical Research Council, 1998:5).” 

7. http://www.bdlive.co.za/life/gadgets/2014/12/17/five-things-you-need-to-know-about-
protecting-your-companys-data 

“Yet a frighteningly large number of companies still rely on outdated, unreliable manual processes to 

back up and store data. With new legislation like Protection of Personal Information and the 

exponential growth of data that must be stored and managed, recovery off traditional backup 

technologies becomes massively problematic — even more so if a crucial data tape has been sitting 

there for five years.” 

8. On Cybersecurity education: https://www.whitehouse.gov/the-press-
office/2015/01/15/vice-president-biden-announces-25-million-funding-cybersecurity-
educatio 

9. Cell phone privacy: http://www.bbc.com/future/story/20150206-biggest-myth-about-
phone-privacy 

10. Privacy and mobility data: 
http://www.nature.com/srep/2013/130325/srep01376/full/srep01376.html 
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11. Privacy and the US National Security Agency (NSA): 
http://www.newscientist.com/article/mg22029374.600-private-data-gatekeeper-stands-
between-you-and-the-nsa.html#.VNm41OaUfOo 

12. Tips for online security: https://blog.malwarebytes.org/online-security/2015/02/10-tips-to-
maintain-an-online-presence-in-a-privacy-hostile-world/ 
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