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South Africa’s energy supply infrastructure  
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Nuclear fuel cycle 
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Nuclear Power Plant  
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Pressurised Nuclear Power Plant Overview 
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Source: U.S.NRC. [Public domain], via Wikimedia Commons 
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Physical Security  



Information Security Requirements from Inside and Outside 
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Examples of Information 

• Client Computer System 

• Fax and Copy Machine 

• Telecommunication Components 

• Firewall 

• Fileserver 

• Internet 

• E-Mail-Server 

• Work Order System 

• Process control systems 

• Control room I&C 

• Fuel handling and storage I&C systems 

• Fire protection systems 

• Access control systems 

• Engineering and maintenance systems 

• Document management systems 

 • Information Relating to the Quantity and    

Form of Nuclear Material 

• Information about Nuclear Material in 

Transit 

• Nuclear Material Accounting 

• Safety or Environmental Information 

• Contingency and Emergency Plans 

• Personal Information 

• Radioactive Waste Inventory 

• Historical Information 

• Threat Assessments 

• Security Alerting Information 

• Site Plans 

• Work Plans 

• Stock Lists 

Guido Gluschke, Brandenburg University ISS 



IT/Cyber Security - Catalog of Threats 



IT/Cyber Security - Catalog of Threats 
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Organisational Scope e.g. Administration 
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International Legal Framework 

• Convention on the Physical Protection of Nuclear Material 
(CPPNM) (1980) 

• Security Council resolution 1373 (2001) 
• Security Council resolution 1540 (2004) 
• Convention on the Suppression of Acts of Nuclear Terrorism 

(ICSANT) (2005) 
• Amendment to the Convention on the Physical Protection of 

Nuclear Material (2005) 
• African Nuclear-Weapon-Free Zone Treaty (Pelindaba) 
• International Atomic Energy Security series 
• Code of Conduct on the Safety and Security of Radioactive 

Materials  



The CPPNM 



The CPPNM: Challenges 

• It is clear that the CPPNM is limited to “nuclear material used for peaceful purposes” “while in domestic use, storage 
and transport” and does not cover nuclear installations or nuclear material of a military nature. New factors emerged 
after the cold war and “a great deal of fissionable material” which is “unaccounted for, mainly from the former USSR” 
exposed international security to nuclear threats by terrorists and non-state actors.  
 

• The work of the UN Ad Hoc Committee established by the UNGA Resolution 51/210 on 17 December 1996. 
 

• Article III.9 the UNGA Resolution 51/210 (1996), the international community: 
 
“Decides to establish an Ad Hoc Committee, open to all States Member of the United Nations or members of 
specialized agencies or of the International Atomic Energy Agency, to elaborate an international convention for the 
suppression of terrorist bombings and, subsequently, an international convention for the suppression of acts of 
nuclear terrorism, to supplement related existing international instruments, and thereafter to address means of 
further developing a comprehensive legal framework of conventions dealing with international terrorism.” 
 

• The International Convention for the Suppression of Acts of Nuclear Terrorism recalls the UNGA Resolution 51/210 and 
notes “that acts of nuclear terrorism may result in the gravest consequences and may pose a threat to international 
peace and security.” It also notes “that existing multilateral legal provisions do not adequately address those attacks.” 
The Nuclear terrorism Convention extends the definition of nuclear material contemplated in Article 1 of the CPPNM to 
include radioactive material, nuclear facilities, nuclear explosive devices or radioactive dispersal devices, State or 
government facility, and Military forces of a State.  



Resolution 1373 

“Acting under Chapter VII of the Charter of the United Nations, 
 
“1.   Decides that all States shall: 

 
“(a)  Prevent and suppress the financing of terrorist acts; 

 
(b)  Criminalize the wilful provision or collection, by any means, directly or indirectly, of funds by their nationals or in their 
territories with the intention that the funds should be used, or in the knowledge that they are to be used, in order to carry 
out terrorist acts; 

 
(c)  Freeze without delay funds and other financial assets or economic resources of persons who commit, or attempt to 
commit, terrorist acts or participate in or facilitate the commission of terrorist acts; of entities owned or controlled directly 
or indirectly by such persons; and of persons and entities acting on behalf of, or at the direction of such persons and 
entities, including funds derived or generated from property owned or controlled directly or indirectly by such persons and 
associated persons and entities; 

 
(d)  Prohibit their nationals or any persons and entities within their territories from making any funds, financial assets or 
economic resources or financial or other related services available, directly or indirectly, for the benefit of persons who 
commit or attempt to commit or facilitate or participate in the commission of terrorist acts, of entities owned or controlled, 
directly or indirectly, by such persons and of persons and entities acting on behalf of or at the direction of such persons” 
 
“6.   Decides to establish, in accordance with rule 28 of its provisional rules of procedure, a Committee of the Security 
Council, consisting of all the members of the Council, to monitor implementation of this resolution, with the assistance of 
appropriate expertise, and calls upon all States to report to the Committee, no later than 90 days from the date of adoption 
of this resolution and thereafter according to a timetable to be proposed by the Committee, on the steps they have taken to 
implement this resolution.” 

 
 

 



Resolution 1540 

• Preamble  
 

“Gravely concerned by the threat of terrorism and the risk that non-State actors such as those identified in the United 
Nations list established and maintained by the Committee established under Security Council resolution 1267 and 
those to whom resolution 1373 applies, may acquire, develop, traffic in or use nuclear, chemical and biological 
weapons and their means of delivery,”  
 
“Gravely concerned by the threat of illicit trafficking in nuclear, chemical, or biological weapons and their means of 
delivery, and related materials, which adds a new dimension to the issue of proliferation of such weapons and also 
poses a threat to international peace and security.” 

 
• Article 4 : 

 
“Decides to establish, in accordance with rule 28 of its provisional rules of procedure, for a period of no longer than 
two years, a Committee of the Security Council, consisting of all members of the Council, which will, calling as 
appropriate on other expertise, report to the Security Council for its examination, on the implementation of this 
resolution, and to this end calls upon States to present a first report no later than six months from the adoption of 
this resolution to the Committee on steps they have taken or intend to take to implement this resolution.” 
 

• Article 11: 
 

“Expresses its intention to monitor closely the implementation of this resolution and, at the appropriate level, to take 
further decisions which may be required to this end.” 



The ICSANT 

Article 1.3. "Nuclear facility" means:  
Any nuclear reactor, including reactors installed on vessels, vehicles, aircraft or space objects for use as an energy source in order to propel such vessels, 
vehicles, aircraft or space objects or for any other purpose;  
Any plant or conveyance being used for the production, storage, processing or transport of radioactive material.  
4. "Device" means:  
Any nuclear explosive device; or  
Any radioactive material dispersal or radiation-emitting device which may, owing to its radiological properties, cause death, serious bodily injury or substantial 
damage to property or to the environment.  
5. "State or government facility" includes any permanent or temporary facility or conveyance that is used or occupied by representatives of a State, members 
of a Government, the legislature or the judiciary or by officials or employees of a State or any other public authority or entity or by employees or officials of 
an intergovernmental organization in connection with their official duties.  
 
Article 2 
1. Any person commits an offence within the meaning of this Convention if that person unlawfully and intentionally:  
Possesses radioactive material or makes or possesses a device:  

With the intent to cause death or serious bodily injury; or  
With the intent to cause substantial damage to property or to the environment;  

Uses in any way radioactive material or a device, or uses or damages a nuclear facility in a manner which releases or risks the release of radioactive material:  
With the intent to cause death or serious bodily injury; or  
With the intent to cause substantial damage to property or to the environment; or  
With the intent to compel a natural or legal person, an international organization or a State to do or refrain from doing an act.  

2. Any person also commits an offence if that person:  
Threatens, under circumstances which indicate the credibility of the threat, to commit an offence as set forth in paragraph 1 (b) of the present article; or  
Demands unlawfully and intentionally radioactive material, a device or a nuclear facility by threat, under circumstances which indicate the credibility of the 
threat, or by use of force.  
3. Any person also commits an offence if that person attempts to commit an offence as set forth in paragraph 1 of the present article.  
4. Any person also commits an offence if that person:  
Participates as an accomplice in an offence as set forth in paragraph 1, 2 or 3 of the present article; or  
Organizes or directs others to commit an offence as set forth in paragraph 1, 2 or 3 of the present article; or  
In any other way contributes to the commission of one or more offences as set forth in paragraph 1, 2 or 3 of the present article by a group of persons acting 
with a common purpose; such contribution shall be intentional and either be made with the aim of furthering the general criminal activity or purpose of the 
group or be made in the knowledge of the intention of the group to commit the offence or offences  



The enforcement of (ICSANT)  

Article 2 
1. Any person commits an offence within the meaning of this Convention if that person unlawfully and intentionally:  
a. Possesses radioactive material or makes or possesses a device:  

i. With the intent to cause death or serious bodily injury; or  
ii. With the intent to cause substantial damage to property or to the environment;  

b. Uses in any way radioactive material or a device, or uses or damages a nuclear facility in a manner which releases or risks the  
 release of radioactive material:  

i. With the intent to cause death or serious bodily injury; or  
ii. With the intent to cause substantial damage to property or to the environment; or  
iii. With the intent to compel a natural or legal person, an international organization or a State to do or refrain from doing an act.  

2. Any person also commits an offence if that person:  
a. Threatens, under circumstances which indicate the credibility of the threat, to commit an offence as set forth in paragraph 1 (b) of the 

present article; or  
b. Demands unlawfully and intentionally radioactive material, a device or a nuclear facility by threat, under circumstances which indicate 

the credibility of the threat, or by use of force.  
3. Any person also commits an offence if that person attempts to commit an offence as set forth in paragraph 1 of the present article.  
4. Any person also commits an offence if that person:  
a. Participates as an accomplice in an offence as set forth in paragraph 1, 2 or 3 of the present article; or  
b. Organizes or directs others to commit an offence as set forth in paragraph 1, 2 or 3 of the present article; or  
c. In any other way contributes to the commission of one or more offences as set forth in paragraph 1, 2 or 3 of the present article by  a 

group of persons acting with a common purpose; such contribution shall be intentional and either be made with the aim of furthering 
the general criminal activity or purpose of the group or be made in the knowledge of the intention of the group to commit the offence 
or offences concerned.  

Article 5 
Each State Party shall adopt such measures as may be necessary:  
To establish as criminal offences under its national law the offences set forth in article 2;  
To make those offences punishable by appropriate penalties which take into account the grave nature of these offences.  
 
  

 



The Amendment to the CPPNM 

Article 1.3. "Nuclear facility" means:  
Any nuclear reactor, including reactors installed on vessels, vehicles, aircraft or space objects for use as an energy source in order to propel such vessels, 
vehicles, aircraft or space objects or for any other purpose;  
Any plant or conveyance being used for the production, storage, processing or transport of radioactive material.  
4. "Device" means:  
Any nuclear explosive device; or  
Any radioactive material dispersal or radiation-emitting device which may, owing to its radiological properties, cause death, serious bodily injury or substantial 
damage to property or to the environment.  
5. "State or government facility" includes any permanent or temporary facility or conveyance that is used or occupied by representatives of a State, members 
of a Government, the legislature or the judiciary or by officials or employees of a State or any other public authority or entity or by employees or officials of 
an intergovernmental organization in connection with their official duties.  
 
Article 2 
1. Any person commits an offence within the meaning of this Convention if that person unlawfully and intentionally:  
Possesses radioactive material or makes or possesses a device:  

With the intent to cause death or serious bodily injury; or  
With the intent to cause substantial damage to property or to the environment;  

Uses in any way radioactive material or a device, or uses or damages a nuclear facility in a manner which releases or risks the release of radioactive material:  
With the intent to cause death or serious bodily injury; or  
With the intent to cause substantial damage to property or to the environment; or  
With the intent to compel a natural or legal person, an international organization or a State to do or refrain from doing an act.  

2. Any person also commits an offence if that person:  
Threatens, under circumstances which indicate the credibility of the threat, to commit an offence as set forth in paragraph 1 (b) of the present article; or  
Demands unlawfully and intentionally radioactive material, a device or a nuclear facility by threat, under circumstances which indicate the credibility of the 
threat, or by use of force.  
3. Any person also commits an offence if that person attempts to commit an offence as set forth in paragraph 1 of the present article.  
4. Any person also commits an offence if that person:  
Participates as an accomplice in an offence as set forth in paragraph 1, 2 or 3 of the present article; or  
Organizes or directs others to commit an offence as set forth in paragraph 1, 2 or 3 of the present article; or  
In any other way contributes to the commission of one or more offences as set forth in paragraph 1, 2 or 3 of the present article by a group of persons acting 
with a common purpose; such contribution shall be intentional and either be made with the aim of furthering the general criminal activity or purpose of the 
group or be made in the knowledge of the intention of the group to commit the offence or offences  



Amendment to the CPPNM 

• Changing the title in order include nuclear facilities: Convention On The Physical Protection Of Nuclear Material And 
Nuclear Facilities 

• In Article 1 of the Convention, after paragraph (c), two new paragraphs are added as follows: 
(d) “nuclear facility” means a facility (including associated buildings and equipment) in which nuclear material is 
produced, processed, used, handled, stored or disposed of, if damage to or interference with such facility could lead 
to the release of significant amounts of radiation or radioactive material; 
(e) “sabotage” means any deliberate act directed against a nuclear facility or nuclear material in use, storage or 
transport which could directly or indirectly endanger the health and safety of personnel, the public or the 
environment by exposure to radiation or release of radioactive substances. 
 

Article 2A 
1. Each State Party shall establish, implement and maintain an appropriate physical protection regime applicable to nuclear 
material and nuclear facilities under its jurisdiction, with the aim of: 
(a) protecting against theft and other unlawful taking of nuclear material in use, storage and transport; 
(b) ensuring the implementation of rapid and comprehensive measures to locate and, where appropriate, recover missing 
or stolen nuclear material; when the material is located outside its territory, that State Party shall act in accordance with 
article 5; 
(c) protecting nuclear material and nuclear facilities against sabotage; and 
(d) mitigating or minimizing the radiological consequences of sabotage. 

 
 
 



Amendment to the CPPNM 

FUNDAMENTAL PRINCIPLE C: Legislative and Regulatory Framework 
The State is responsible for establishing and maintaining a legislative and regulatory framework to govern physical 
protection. This framework should provide for the establishment of applicable physical protection requirements and include 
a system of evaluation and licensing or other procedures to grant authorization. This framework should include a system of 
inspection of nuclear facilities and transport to verify compliance with applicable requirements and conditions of the 
license or other authorizing document, and to establish a means to enforce applicable requirements and conditions, 
including effective sanctions. 
 
FUNDAMENTAL PRINCIPLE D: Competent Authority 
The State should establish or designate a competent authority which is responsible for the implementation of the legislative 
and regulatory framework, and is provided with adequate authority, competence and financial and human resources to 
fulfill its assigned responsibilities. The State should take steps to ensure an effective independence between the functions 
of the State’s competent authority and those of any other body in charge of the promotion or utilization of nuclear energy. 
 
FUNDAMENTAL PRINCIPLE E: Responsibility of the License Holders 
The responsibilities for implementing the various elements of physical protection within a State should be clearly identified. 
The State should ensure that the prime responsibility for the implementation of physical protection of nuclear material or of 
nuclear facilities rests with the holders of the relevant licenses or of other authorizing documents (e.g., operators or 
shippers). 
 
FUNDAMENTAL PRINCIPLE F: Security Culture 
All organizations involved in implementing physical protection should give due priority to the security culture, to its 
development and maintenance necessary to ensure its effective implementation in the entire organization. 



Amendment to the CPPNM 

FUNDAMENTAL PRINCIPLE G: Threat 
The State’s physical protection should be based on the State’s current evaluation of the threat. 
 
FUNDAMENTAL PRINCIPLE H: Graded Approach 
Physical protection requirements should be based on a graded approach, taking into account the current evaluation of the 
threat, the relative attractiveness, the nature of the material and potential consequences associated with the unauthorized 
removal of nuclear material and with the sabotage against nuclear material or nuclear facilities. 
 
FUNDAMENTAL PRINCIPLE I: Defence in Depth 
The State’s requirements for physical protection should reflect a concept of several layers and methods of protection 
(structural or other technical, personnel and organizational) that have to be overcome or circumvented by an adversary in 
order to achieve his objectives. 
 
FUNDAMENTAL PRINCIPLE J: Quality Assurance 
A quality assurance policy and quality assurance programmes should be established and implemented with a view to 
providing confidence that specified requirements for all activities important to physical protection are satisfied. 
 
FUNDAMENTAL PRINCIPLE K: Contingency Plans 
Contingency (emergency) plans to respond to unauthorized removal of nuclear material or sabotage of nuclear facilities or 
nuclear material, or attempts thereof, should be prepared and appropriately exercised by all license holders and authorities 
concerned. 
 
FUNDAMENTAL PRINCIPLE L: Confidentiality 
The State should establish requirements for protecting the confidentiality of information, the unauthorized disclosure. 



Pelindaba Treaty 

• Article 10: 
“Physical protection of nuclear materials and facilities  
Each Party undertakes to maintain the highest standards of security and effective physical 
protection of nuclear materials, facilities and equipment to prevent theft or unauthorized use 
and handling. To that end each Party, inter alia, undertakes to apply measures of physical 
protection equivalent to those provided for in the Convention on Physical Protection of Nuclear 
Material and in recommendations and guidelines developed by IAEA for that purpose.” 



South Africa’s nuclear security frameworks 

• The Constitution of the Republic of South Africa Act 108 of 1996 
• Nuclear Energy Policy for the Republic of South Africa 2008  
• Nuclear Energy Act 46 of 1999 
• National Nuclear Regulator Act (NNRA) 47 of 1999 
• National Radioactive Waste Disposal Institute Act 53 of 2008 
• Safeguards agreement and Additional Protocols 
• National Key Points Act 102 of 1980 
• Protection of Constitutional Democracy against Terrorist and 

Related Activities Act 33 of 2004 
• Civil Aviation Act 13 of 2009  



South Africa’s nuclear security frameworks: The Constitution 

 
• Section 44 of the Constitution: 
“ (2) Parliament may intervene, by passing legislation in accordance with section 76 (l), 
with regard to a matter falling within a functional area listed in Schedule 5, when it is necessary- 
 (a) to maintain national security.” 
 
• Section 100 of the Constitution: 
National intervention in provincial administration-(I) When a province cannot or does not fulfil an executive obligation in 
terms of the Constitution or legislation, the national executive may intervene by taking any appropriate steps to ensure 
fulfilment of that obligation. including- 
 (iii) maintain national security; 
CHAPTER 11 
 
SECURITY SERVICES 
• Section 198 of the Constitution: 
 Governing principles.-The following principles govern national security in the Republic: 
(a) National security must reflect the resolve of South Africans, as individuals and as a nation, to live as equals, to live in 
peace and harmony, to be free from fear and want and to seek a better life. 
(b) The resolve to live in peace and harmony precludes any South African citizen from participating in armed conflict, 
nationally or internationally, except as, provided for in terms of the Constitution or national legislation. 
(c) National security must be pursued in compliance with the law, including inter-. national law. 
(4 National security is subject to the authority of Parliament and the national executive. 
 



The 2008 Nuclear Energy Policy 

 
 
Paragraph 7 of the 2008 Nuclear Energy Policy: Policy principles for Nuclear Energy use in South Africa 
 
“P11: All facets of the nuclear energy sector shall always be subjected to  appropriate safeguards and security measures in 
conformity with South Africa’s international obligations.” 
 
Para12.4 of the 2008 Nuclear Energy Policy: National Nuclear Regulator 
 
“The National Nuclear Regulator shall remain responsible for the protection of persons, property and the environment 
through the establishment of safety standards and regulatory practices, regulatory control over the siting, design, 
construction, operation, manufacture of component parts, decommissioning & decontamination and security of nuclear 
installations and regulatory control over other actions to which the NNR Act applies.” 
 
ANNEXURE A of the 2008 Nuclear Energy Policy:  
 
A. Key Role Players Directly Involved in the South African Nuclear Energy Sector 
 
“A.1 Department of Minerals and Energy (DME) The DME through the Minister of Minerals and Energy has overall 
responsibility for nuclear energy in South Africa. The DME administers the Nuclear Energy Act and the National Nuclear 
Regulator Act. The DME is responsible for the national implementation of South Africa’s international obligations in the area 
of IAEA safeguards, as well as the safety and security of nuclear material and facilities.” 
 



The Nuclear Energy Act 46 of 1999 

 
Section 29. (1) The installations, sites, premises and land belonging to or under the control of the Corporation, on which any of its business, 
operations and activities in terms of this Act are conducted or performed or any records in connection therewith are kept, stored or to be found, 
are restricted areas. 
(2) In view thereof, the Corporation, subject to subsection (3), may make any arrangements it considers reasonably necessary for the proper 
protection of— 
(a) those installations, sites, premises and land (hereinafter called high security areas); 
(b) the persons employed or present at or in the high security areas; 
(c) all property of the Corporation, whether of a physical or intellectual nature, at or in the high security areas; and 
(d) the records and information of the Corporation that are kept, stored or to be found thereat or therein, irrespective of the manner in which or 
the medium on or by means of which the records and information are kept, stored or recorded. 
(3) No person will be allowed to enter or be present in a high security area unless the person has consented to any search that may be 
conducted in terms of subsection (4)(a). 
(4) Any person authorised thereto in writing by the chief executive officer, may— 
(a) search any person or vehicle about to enter or leave any high security area, and may open and inspect any container or parcel and inspect any 
object, device, article, item or thing (including any material or substance) which is in the possession of such a person or is on or in that vehicle; 
(b) search any person present or any vehicle found in the high security area if there are reasonable grounds to suspect that any person or 
anything in the person’s possession or in or on the vehicle, constitutes a threat to or endangers the lives or physical integrity of persons or the 
physical safety of property; 
(c) seize or attach any object, device, article, item or thing (including any material or substance) in the possession of a person mentioned in 
paragraph (a) or (b) or found on or in such a vehicle— 
(i) if such an object, device, article, item or thing belongs to the Corporation or is subject to its control and is not in the lawful possession of the 
person or lawfully being conveyed in or on the vehicle for the purpose of performing any function or work of the Corporation; or 
(ii) if, in the opinion of the authorised person, it constitutes a threat or danger of the nature contemplated in paragraph (b), or may be used by 
the person from whom it was taken or any other person for the purposes of 
a threat or danger of that nature; 
(d) arrest any person found in unlawful possession of restricted matter or anything else contemplated in paragraph (c)(i), or any person 
mentioned in paragraph (b). 



National Nuclear Regulator Act (NNRA) 47 of 1999 

National Nuclear Regulator Act (NNRA) 47 of 1999 
 
42. (1) The Regulator may make or cause to be made such arrangements as it considers necessary for the proper protection or security of property which 
belongs to, or is under the control of the Regulator or is on any premises on which activities of the Regulator are performed. 
(2) No unauthorised person may enter any premises which— 
(a) are under the control of the Regulator; and 
(b) the Regulator has identified as premises where information relating to the safety and security of or on a nuclear installation is kept. 
 
Disclosure of information 
51. (1) In this section ‘‘information’’ includes anything purporting to be information or containing or providing information. 
(2) Subject to subsection (4) and any national legislation contemplated in section 32(2) of the Constitution of the Republic of South Africa, 1996 (Act No. 108 
of 1996)— 
(a) no person may disclose to any other person or publish any information which relates to any nuclear installation or site or vessel or action described in 
section 2(1)(c) in respect of which a nuclear authorisation has been issued or is to be issued and not yet public knowledge if the disclosure of that information 
is likely to jeopardise the physical security arrangements in respect of such installation, site, vessel or action as required by the Regulator for the protection of 
persons or the security of the Republic; 
(b) no person may be in possession of any documents if not authorised and such possession is likely to jeopardise the physical security arrangements in 
respect of such installation, site, vessel or action as required by the Regulator for the protection of persons or the security of the Republic; 
(c) no person may receive any information knowing or having reasonable grounds to believe that it has been disclosed to him or her in contravention of the 
provisions of paragraph (a) or (b); 
(d) a person must take reasonable steps to safeguard information which he or she has in his or her possession or under his or her control and which he or she 
is in terms of paragraph (a) or (b) prohibited from disclosing to any person, or publishing, or so conduct himself or herself as not to endanger the secrecy 
thereof. 
(3) No member of the board or a committee of the board or an employee of the Regulator may disclose any information obtained by him or her in the 
performance of his or her functions in terms of this Act except— 
(a) to the extent to which it may be necessary for the proper administration of this Act; 
(b) for the purposes of the administration of justice; or 
(c) at the request of any person entitled thereto. 
(4) Despite the provisions of any other law, no person is civilly or criminally liable or may be dismissed, disciplined, prejudiced or harassed on account of 
having disclosed any information if— 
(a) the person in good faith reasonably believed at the time of the disclosure that he or she was disclosing evidence of a health or safety risk or a failure to 

comply with a duty imposed by this Act; 
52. (1) Any person who—(g) contravenes or fails to comply with section 51, is guilty of an offence. 



National Radioactive Waste Disposal Institute Act 53 of 2008 

26. (1) The installations, sites, premises and land belonging to or under the control of the Institute, on which any of its business, operations and 
activities in terms of this Act are conducted or performed or any records in connection therewith are kept, stored or to be found, are restricted 
areas. 
(2) The Institute, subject to subsection (3), may make any arrangements it considers reasonably necessary for the proper protection of— 
(a) installations, sites, premises and land contemplated in subsection (1) (hereinafter called high security areas); 
(b) the persons employed or present at or in the high security areas; 
(c) all property of the Institute, whether of a physical or intellectual nature, at or in the high security areas; and 
(d) the records and information of the Institute, or in the Institute's possession, that are kept, stored or to be found therein, irrespective of the 
manner in which or the medium on or by means of which the records and information are kept, stored or recorded. 
(3) No person may enter or be present in a high security area unless that person has consented to a search that may be conducted as 
contemplated in terms of subsection (4)(a). 
(4) Any person authorised thereto in writing by the chief executive officer may— 
(a) search any person or vehicle about to enter or leave any high security area, and may open and inspect any container or parcel and inspect any 
object, device, article, item or thing (including any material or substance) which is in the possession of such a person or is on or in that vehicle; 
(b) search any person present or any vehicle found in the high security area if there are reasonable grounds to suspect that any person or 
anything in the person's possession or in or on the vehicle, constitutes a threat to or endangers the lives or physical integrity of persons or the 
physical safety of property;  
(c) seize or attach any object, device, article, item or thing (including any material or substance) in the possession of a person mentioned in 
paragraph (a) or (b) or found on or in such a vehicle— 
(i) if such an object, device, article, item or thing belongs to the Institute or is subject to its control and is not in the lawful possession of the 
person or lawfully being conveyed in or on the vehicle for the purpose of performing any function or work of the Institute; or 
(ii) if, in the opinion of the authorised person, it constitutes a threat or danger of the nature contemplated in paragraph (b), or may be used by 
the person from whom it was taken or any other person for the purposes of a threat or danger of that nature; and 
(d) arrest any person found in unlawful possession of anything contemplated in paragraph (c)(i), or any person contemplated in paragraph (b). 



Protection of Constitutional Democracy against Terrorist and Related Activities Act 33 of 2004 

1. (1)  defines  
(a) an offence, created in fulfilment of the Republic’s international obligations in terms of instruments dealing with terrorist and related activities, 
referred to in Part 2 of Chapter 2; 
(b) an oRence referred to in section 56(l)(h) of the Nuclear Energy Act, 1999 (Act No. 46 of 1999); or 
(c) an offence referred to in section 2( 1) or (2) of the Civil Aviation Offences Act, 1972 (Act No.10 of 1972) 
 
(x) instruments dealing with terrorist and related activities”, means any of the following instruments: 
 (f) the Convention on the Physical Protection of Nuclear Material. Adopted at Vienna on 26 October 1979: 
 
Schedules: 
 
Criminal Procedure Act 51 of 1977: 
“The insertion in Schedule 6 of the following offences: 
“The offences referred to in section 2, 3(2)(a), 4(1), 5, 6, 7, 8, 9,10 or 14 (in so far as it relates to the aforementioned sections) of the Protection 
of Constitutional Democracy against Terrorist and Related Activities Act, 2004, section 2(1) and (2) of the Civil Aviation Offences Act, 1972 (Act 
No. 10 of 1972), section 26(1)(j) of the Non-Proliferation of Weapons of Mass Destruction Act, 1993 (Act No. 87 of 1993) and section 56(1)(h); of 
the Nuclear Energy Act, 1999 (Act No. 46 of 1999).” 
 
Nuclear Energy Act 46 1999 
 
1. The insertion of the following new section 34A.: Prohibitions relating to nuclear material 
“34A. 
(1) For purposes of this section, “international organisation”, has the meaning ascribed to it in section 1 of the Protection of Constitutional 
Democracy against Terrorist and Related Activities Act, 2004. 
(2) No person may - 
(a) intentionally and without lawful authority, receive, possess, use, transfer, alter, dispose of or disperse, nuclear material which causes or 
is likely to cause death or serious bodily injury to any person or substantial damage to property; 



Protection of Constitutional Democracy against Terrorist and Related Activities Act 33 of 2004 

(b) intentionally obtain nuclear material by means of theft or robbery; 
(c) intentionally obtain nuclear material by means of embezzlement or fraud; 
(d) intentionally demand nuclear material by threat or use of force, or by any other form of intimidation; 
(e) intentionally threaten to - 
(i) use nuclear material to cause death or serious injury to any person or substantial damage to property; 
(ii) commit an act described in paragraph (b) in order to compel a natural or legal person, international organisation or State to do or to 
refrain from doing any act; 
(f) use any nuclear material or device or use or damage a nuclear installation or nuclear plant in a manner which release or risk the release 
of radio-active material, with the intent to - 
(i) cause death or serious bodily injury; 
(ii) cause substantial damage to property or the environment; or 
(iii) to compel a natural or juristic person, an international organisation or a State to do, to abstain or refrain from doing an act; or 
(g) attempt, conspire with any other person, or aid, abet, induce, incite, instigate, instruct or command, counsel or procure another person, 
to commit an offence referred to in paragraphs (a) to (f).” 
The insertion in section 56(1) of the following new paragraph: 
“(h) performing any act prohibited under section 34A.”. 
The insertion of the following new paragraph in section 56(2): 
“(d) subsection (1)(h), to a fine or to imprisonment for a period up to imprisonment for life”.”. 
The insertion of the following new section 56A: 
“Consent of National Director to institute proceedings and reporting obligations 
56A. 
(1) No prosecution under section 56(1)(h) may be instituted without the written authority of the National Director of Public Prosecutions. 
(2) The National Director must communicate the final outcome of the proceedings promptly to the Director General of the International 
Atomic Energy Agency if a person is prosecuted for an offence referred to in subsection (1), except where - 
(a) the offence was committed in the Republic; 
(b) the offence involved nuclear material used for peaceful purposes in domestic use, storage or transport; and 
(c) both the alleged offender and the nuclear material remained in the territory of the Republic.”. 
 
 
 



Section 32A of the  PCDTRA  

 

 

Section 32A of the  PCDTRA  reads as follows: 

“Any specified offence as defined in the Protection of Constitutional Democracy against Terrorist and Related 

Activities Act, 2004;' 

For purposes of this section, 'international organisation', has the meaning ascribed to it in section 1 of the 

Protection of Constitutional Democracy against Terrorist and Related Activities Act, 2004. 

No person may- 

intentionally and without lawful authority, receive, possess, use, transfer, alter, dispose of or disperse, nuclear 

material which causes or is likely to cause death or serious bodily injury to any person or substantial damage to 

property;  

intentionally obtain nuclear material by means of theft or robbery;  

intentionally obtain nuclear material by means of embezzlement or fraud;  

intentionally demand nuclear material by threat or use of force, or by any other form of intimidation; 

intentionally threaten to- 

use nuclear material to cause death or serious injury to any person or substantial damage to property; 

commit an act described in paragraph (b) in order to compel a natural or legal person, international organisation or 

State to do or to refrain from doing any act;  

use any nuclear material or device or use or damage a nuclear installation or nuclear plant in a manner which 

release or risk the release of radio-active material, with the intent to-  

cause death or serious bodily injury; (ii) cause substantial damage to property or the environment; or  

to compel a natural or juristic person, an international organisation or a State to do, to abstain or refrain from doing 

an act; or  

attempt, conspire with any other person, or aid, abet, induce, incite, instigate, instruct  or command, counsel or 

procure another person, to commit an offence referred to in paragraphs (a) to (f).”  



International framework governing cyber and computer security relating to nuclear industry 

UNGA 56/183. WSIS Geneva 2003 – Tunis 2005 
 
• B5.36.of the 2003 Geneva Declaration of Principles building the Information Society: a global challenge in the new 

Millennium states: 
 

“While recognizing the principles of universal and non-discriminatory access to ICTs for all nations, we support the 
activities of the United Nations to prevent the potential use of ICTs for purposes that are inconsistent with the 
objectives of maintaining international stability and security, and may adversely affect the integrity of the 
infrastructure within States, to the detriment of their security. It is necessary to prevent the use of information 
resources and technologies for criminal and terrorist purposes, while respecting human rights.” 

 
• Para 15 of the 2005 Tunis Commitment states: 
 

“Recognizing the principles of universal and non-discriminatory access to ICTs for all nations, the need to take into 
account the level of social and economic development of each country, and respecting the development-oriented 
aspects of the Information Society, we underscore that ICTs are effective tools to promote peace, security and stability, 
to enhance democracy, social cohesion, good governance and the rule of law, at national, regional and international 
levels. ICTs can be used to promote economic growth and enterprise development. Infrastructure development, 
human capacity building, information security and network security are critical to achieve these goals. We further 
recognize the need to effectively confront challenges and threats resulting from use of ICTs for purposes that are 
inconsistent with objectives of maintaining international stability and security and may adversely affect the integrity of 
the infrastructure within States, to the detriment of their security. It is necessary to prevent the abuse of information 
resources and technologies for criminal and terrorist purposes, while respecting human rights.” 
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Council of Europe Cybercrime Convention 2001: 
Section 1 – Substantive criminal law 
Title 1 – Offences against the confidentiality, integrity and availability of computer data and systems: 
• Article 2 – Illegal access 
• Article 3 – Illegal interception 
• Article 4 – Data interference 
• Article 5 – System interference 
• Article 6 – Misuse of devices 
 
Draft African Union Convention on the Establishment of a Legal Framework Conducive to Cyber Security In Africa 
 
Chapter  II: Adapting certain information and communication technologies 
offenses 
Section 1: Violation of property 
Article III - 40 
Each Member State of the African Union have to take necessary legislative or regulatory measures to set up as an aggravating circumstance the 
use of information and telecommunication technologies to commit offenses such as theft, fraud, possession of stolen goods, abuse of trust, 
extortion of money, terrorism, money laundering, etc. 
Article III – 41 
Each Member State of the African Union have to take necessary legislative or regulatory measures to set up as a legal offense the violation of 
property such as theft, fraud, possession of stolen goods, abuse of trust, extortion of money and blackmail involving computer data. 
Article III – 43 
Each Member State of the African Union have to take necessary criminal legislative measures required to restrict access to protected systems 
which have been designated to be critical national defense infrastructure because they store computerized files containing critical national 
security information. 
Article III – 45 
Each Member State of the African Union have to take necessary legislative measures to ensure that the offenses defined in this Convention 
attract effective, proportional and deterrent penal sanctions. 
 
 
 
 



South Africa’s framework governing cyber and computer security relating to nuclear industry 

• Criminalising computer related crimes 
• Oxford v Moss  
• Narlis v South African Bank of Athens 
 

• Traditional evidence and the dematerialisation of evidence 
 
• The denial of legal recognition of data messages by courts 

• Section 34 of Civil Proceedings Act 25 of 1965 
• Section 221 Criminal Procedure Act 51 of 1977 
• computer evidence act 57 of 1983 

•  Admissibility issues of data messages  
A solution to the refusal of the courts to admit computerised documents was proposed by the United Nations Commission on International 
Trade Law (UNCITRAL). This solution involved the adoption of the Model Law on Electronic Commerce with Guide to Enactment 1998. The 
General Assembly of the United Nations “recommends that all States give favourable consideration to the Model Law when they enact or revise 
their laws, in view of the need for uniformity of the law applicable to alternatives to paper.”  
 

• Article 5. Legal recognition of data messages: Information shall not be denied legal effect, validity or enforceability 
 solely on the grounds that it is in the form of a data message. 
• Electronic Communications and Transactions Act 25 2002 
Section 1 defines: data: means electronic representations of information in any form. 
Legal recognition of data messages: section 11: 
(1) Information is not without legal force and effect merely on the grounds that it is wholly or partly in the form of a data message. 
(2) Information is not without legal force and effect merely on the grounds that it is not contained in the data message purporting to give rise to 
such legal force and effect, but is merely referred to in such data message. 
(3) Information incorporated into an agreement and that is not in the public domain is regarded as having been incorporated into a data message 
if such information is- 
(a) referred to in a way in which a reasonable person would have noticed the reference thereto and incorporation thereof; and 
(b) accessible in a form in which it may be read, stored and retrieved by the other party, whether electronically or as a computer printout as long 
as such information is reasonably capable of being reduced to electronic form by the party incorporating it. 

 
 

 



South Africa’s framework governing cyber and computer security relating to nuclear industry 

Section 80.   Appointment of cyber inspectors.—(1)  The Director-General may appoint any employee of the Department as a cyber 
inspector empowered to perform the functions provided for in this Chapter. 
(2)  A cyber inspector must be provided with a certificate of appointment signed by or on behalf of the Director-General in which it is 
stated that he or she has been appointed as a cyber inspector. 
(3)  A certificate provided for in subsection (2) may be in the form of an advanced electronic signature. 
(4)  When a cyber inspector performs any function in terms of this Act, he or she must— 
(a) be in possession of a certificate of appointment referred to in subsection (2); and 
(b)show that certificate to any person who— 
(i) is subject to an investigation or an employee of that person; or 
(ii) requests to see the certificate. 
(5)  Any person who— 
(a) hinders or obstructs a cyber inspector in the performance of his or her functions in terms of this Chapter; or 
(b) falsely holds himself or herself out as a cyber inspector, is guilty of an offence. 
 
Section 85.   Definition.—In this Chapter, unless the context indicates otherwise— 
“access” includes the actions of a person who, after taking note of any data, becomes aware of the fact that he or she is not 
authorised to access that data and still continues to access that data. 
 
Section 86.   Unauthorised access to, interception of or interference with data.—(1) Subject to the Interception and Monitoring 
Prohibition Act, 1992 (Act No. 127 of 1992), a person who intentionally accesses or intercepts any data without authority or 
permission to do so, is guilty of an offence. 
(2)  A person who intentionally and without authority to do so, interferes with data in a way which causes such data to be modified, 
destroyed or otherwise rendered ineffective, is guilty of an offence. 
(3)  A person who unlawfully produces, sells, offers to sell, procures for use, designs, adapts for use, distributes or possesses any 
device, including a computer program or a component, which is designed primarily to overcome security measures for the protection 
of data, or performs any of those acts with regard to a password, access code or any other similar kind of data with the intent to 
unlawfully utilise such item to contravene this section, is guilty of an offence. 
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(4)  A person who utilises any device or computer program mentioned in subsection (3) in order to unlawfully overcome 
security measures designed to protect such data of access thereto, is guilty of an offence. 
(5)  A person who commits any act described in this section with the intent to interfere with access to an information 
system so as to constitute a denial, including a partial denial, of service to legitimate users is guilty of an offence. 
 
87.   Computer-related extortion, fraud and forgery.—(1)  A person who performs or threatens to perform any of the acts 
described in section 86, for the purpose of obtaining any unlawful proprietary advantage by undertaking to cease or desist 
from such action, or by undertaking to restore any damage caused as a result of those actions, is guilty an offence. 
(2)  A person who performs any of the acts described in section 86 for the purpose of obtaining any unlawful advantage by 
causing fake data to be produced with the intent that it be considered or acted upon as if it were authentic, is guilty of an 
offence.  
 
88.   Attempt, and aiding and abetting.—(1)  A person who attempts to commit any of the offences referred to in sections 
86 and 87 is guilty of an offence and is liable on conviction to the penalties set out in section 89 (1) or (2), as the case may 
be. 
(2)  Any person who aids and abets someone to commit any of the offences referred to in sections 86 and 87 is guilty of an 
offence and is liable on conviction to the penalties set out in section 89 (1) or (2), as the case may be. 
89.   Penalties.—(1)  A person convicted of an offence referred to in sections 37 (3), 40 (2), 58 (2), 80 (5), 82 (2) or 86 (1), (2) 
or (3) is liable to a fine or imprisonment for a period not exceeding 12 months. 
(2)  A person convicted of an offence referred to in section 86 (4) or (5) or section 87 is liable to a fine or imprisonment for a 
period not exceeding five years. 

 

 



South Africa’s framework governing cyber and computer security relating to nuclear industry 

• South African National Cyber Policy framework (NCPF): In addressing the potential 

cyberattacks at its critical infrastructure, the South African Department of 

Communications drafted South African National Cybersecurity Policy framework 

(NCPF) which was passed by the Cabinet in 2012.  

 

 

• National Cyber Security Advisory Council (NCAC):The NCPF establishes the National 

Cyber Security Advisory Council (NCAC) which was inaugurated on 15 October 2013.  

 

• The NCPF recognises that there are various incoherent pieces of legislations which 

do not establish adequate cybersecurity measures. 

• Para 1.14 of the NCPF highlights the fact that there exist “various provisions 

addressing Cybersecurity in South Africa. However, these provisions do not 

adequately address the legal challenges South Africa faces to effectively deal 

with cybercrime. Bridging the technology / law divide remains a fundamental 

challenge. 

 

 

 

 



Conclusion  
The existing legal framework governing nuclear security and cybersecurity in particular at nuclear facilities is made up of “incoherent 

pieces of legislations.” For example, the implementation of the requirements of the CPPNM through PCDTRA confuses the line 

between the legal measures intended to criminalise criminal conduct and those intended to crminalise terrorist activities. The CPPNM 

is intended to deal with nuclear related crimes, while the PCDTRA is intended “to provide for an offence of terrorism and other 

offences associated or connected with terrorist activities.” This contradicts the principle of legality which  

“prohibits not only the application of ex post facto laws, but also requires that the criminalized conduct be described in precise and 

unambiguous language that narrowly defines the punishable offence and distinguishes it from conduct that is either not punishable or 

is punishable by other penalties.” 

The same applies to the legal framework governing cybersecurity at nuclear facilities. South Africa’s legal framework dealing with the 

threat of cybercrimes and cyberterrorism includes several instruments such as the Prevention of Organised Crime Act 38 of 1999, the 

Financial Intelligence Centre Act 38 of 2001, the Regulation of Interception of Communications and Provision of Communications-

Related Information Act 70 of 2002 etc. Nevertheless, these pieces of legislation do not deal with cybersecurity at nuclear facilities 

and suffer inadequacy.  

The South African Department of Communications drafted National Cyber Policy framework for South Africa (NCPF) which was 

passed by the Cabinet in 2012. This policy is intended to address the potential cyberattacks at critical infrastructures which include 

nuclear power plants. It recognises that there are various incoherent pieces of legislations which do not establish adequate 

cybersecurity measures, stating that: 

“Currently there are various pieces of legislation, some with overlapping mandates by different Government Departments and whose 

implementation is not coordinated. Furthermore, the legislation when viewed collective do not adequately address South Africa’s 

Cybersecurity challenges.” 

In reality, one may conclude that the combination of the NNRA, NEA, NRWDA, ECTA, and the PCDTRA may constitute a legal 

framework; thereby the offences and cyberattacks against nuclear facilities can be prosecuted. However, this legal framework does 

not achieve the objectives of the CPPNM relating to the aggravated nature of cybercrimes directed at nuclear facilities nor does it 

achieve the requirement of prevention of such crimes by the licensee. The NNRA, NEA, and NRWDA do not specify any provision 

pertaining to the protection of electronic equipment at nuclear facilities. Baring in mind that the mentioned acts were promulgated in 

1999 and the ECTA was in 2002 may signal the reasons behind the legal lacuna relating to cybersecurity in nuclear industry.  

 


