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The NSTF ‘ICT Security and
Privacy Issues’ Discussion
Forum 
Click here for the programme of
speakers, as well as the individual
presentations. Video clips available
online on Thursday 21 May 2015
and the official report by end of
May.

How to keep your information
safe
Steve Jump from Telkom provides
basic steps around cyber security.

Know what information you
have – about yourself, your
family and your friends and
about your work, business

Media Release: Is SA losing the war on cybercrime?
20 May 2015

NSTF Discussion Forum reports on cybercrime in SA and the way forward

South African cybercrime statistics are alarming. The following was presented at the National
Science and Technology Forum (NSTF) Discussion Forum on ‘ICT Security and Privacy Issues’
held on 15 May 2015:

“South Africa has the third-highest prevalence of cybercrime in the world after Russia and
China.” (http://www.wbsjournal.co.za/articles/combating-cybercrime-919.html)
According to McAfee, there are reported costs of R5.8 billion per year. Santam Insurance
says that 84% of SA adults have been victims of cybercrime.

Another perspective was provided by Eric Tamarkin,
independent consultant, Institute for Security Studies, and
former Senior Counsel to the US Senate Homeland
Security and Governmental Affairs Committee. He noted
that the stats were produced by companies trying to sell a
product or service. While cybercrime is an enormous
problem, it’s also about assessing risks and benefits and
then balancing security against practicality and usability.

ICT and the internet are integral in both
developed and developing countries, with an impact that grows exponentially around
social, economic, governance and security functions. Prof Basie Von Solms, Director: Centre for
Cyber Security, University of Johannesburg, sees cyberspace as the fifth domain of human
activity in addition to land, sea, air and outer space.

The virtual nature of cyberspace means that information can be accessed
anywhere including unauthorised access and data interception. This creates risks
such as identity and password theft, leading to masquerading and potential financial loss.
Considering the span of activity in cyberspace, the consequences of cybercrime are immense.

Von Solms says that it is impossible to secure cyber space as we don’t know
the boundaries or the rate at which computers are connected. Furthermore, he
noted that massive amounts of private, confidential and sensitive data are stored on databases
accessible through the internet but we don’t know where it is stored and how secure it is.

A major concern is that IT systems are rolled
out in cyberspace but aren’t protected. Who is
certifying security and why are companies not being held
responsible for inadequate security?

So what do we do? Tamarkin says that we need to
know the scope of the problem before tailoring a response.
Impartial statistics will assist in understanding the problem.

Speakers and delegates provided the following
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and career.
Know where valuable
information is (including
which devices it is on). Note
that public wi-fi exposes you,
as devices can be easily
accessed.
Protect information. Use a
password, encrypt the data
and lock the device.
Passwords and PINs should
be as complicated as
possible.
Back data up.
Know what to do if
information is lost or stolen.
Update to the latest software
versions.

recommendations:

Stakeholder collaboration: To make
cyberspace as secure as possible, all stakeholders
need to work together. Stakeholders include
government, private industry, NPOs, civil society
and the general public. Currently there is no
national cyber security policy, no government entity
directly responsible for cyber security, legislation is
inadequate, cyber security standards don’t exist and
there are no public-private partnerships for creating
a national culture of cyber security or developing
capacity.
Ability to report to the police: We need a
process for reporting cybercrime affecting the
general public. While there is specialised capacity
through the SAPS Electronic Crime Unit (ECU), it
has limited resources. Brigadier Pieterse, Section
Head: ECU, Directorate for Priority Crime
Investigation (Hawks), Commercial Crime, says that
part of the solution is to train all detectives in
cybercrime thus increasing capacity. This will assist with identity theft which is not
receiving the attention needed from law enforcement.
Awareness and training at a user level: The weakest point is the user. A national
programme of cyber security awareness is needed. Von Solms says that there should be
a particular focus on schools. Learning materials have been developed but need
government buy-in to progress further. An example is the South African Academic Cyber
Security Alliance (www.cyberaware.org.za).
Make cybercrime reporting mandatory – transparency and governance: We
have no idea of the scope of the problem. Companies are reluctant to report because of
the impact on the brand, the loss of competitive edge and financial loss.
Move some of the responsibility from the user: There is a drive to make ISPs
(internet service providers), suppliers and other ICT entities more responsible for cyber
security, such as downloading patches and making the default security setting as high as
possible.

About the NSTF
In existence since 1995, the National Science and Technology Forum (NSTF) is the non-profit
stakeholder body for all science, engineering, technology and innovation (SETI) organisations in
South Africa:

Plays a powerful consultative and lobbying role in policy matters relating to SETI
Organises related discussion forums to facilitate consultation
Organises the prestigious NSTF-BHP Billiton Awards (co-sponsored by BHP Billiton since
2011) with outreach programmes with the Youth
Runs projects in partnership with its members, including a bursary programme, initiatives
to assist young graduates, disseminating news and information, as well as making bursary
and career information more accessible to young people and schools.

Spokesperson: Ms Jansie Niehaus (Executive Director: NSTF) 
SPEAKERS THAT ADDRESSED THE FORUM CAN BE CONTACTED THROUGH THE
SPOKESPERSON. 
Tel: +27 (0)12 841-3987/2632/4995
Fax: +27 (0)12 841-3025
E-mail: enquiries@nstf.co.za 
Web site: www.nstf.org.za

The National Science and Technology Forum (NSTF), established in 1995, is a broadly-representative
stakeholder body for all SETI

organisations in South Africa, which seeks to influence policy formulation and delivery.
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The NSTF-BHP Billiton Awards are unique in SA, recognising the outstanding contributions of individuals
and groups to SETI.

www.sciencebursaries.org.za  - SET for life! This exciting web portal is a 'one-stop shop' for learners and
students who are interested in pursuing a career in the sciences, engineering or technology.

Easy access to NSTF news on your cell phone! www.nstf.org.za/mobi/
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For more information, contact the NSTF Secretariat at:
E-mail: enquiries@nstf.co.za
Tel: 27 12 841 3987
Fax: 27 12 841 3025
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